payissejoun

/(2002)004a/11sa

Y o N

Ajuo 1xa1 ys1bug

Unclassified

Organisation de Coopération et de Développemenidnmues
Organisation for Economic Co-operation and Develepim

DSTI/DOC(2007)7

29-Feb-2008

DIRECTORATE FOR SCIENCE, TECHNOLOGY AND INDUSTRY

AT A CROSSROADS: "PERSONHOOD" AND DIGITAL IDENTITY
SOCIETY

STI WORKING PAPER 2007/7
Information and Communication Technologies

JT03241547

Document complet disponible sur OLIS dans son formati'origine
Complete document available on OLIS in its originaformat

English text only

IN THE INFORMATION



DSTI/DOC(2007)7

STI WORKING PAPER SERIES

The Working Paper series of the OECD DirectorateSicience, Technology and Industry is designed
to make available to a wider readership selectediest prepared by staff in the Directorate or bisiole
consultants working on OECD projects. The papeskided in the series cover a broad range of issies,
both a technical and policy-analytical nature,hie eireas of work of the DSTI. The Working Papees ar
generally available only in their original languag&nglish or French — with a summary in the other.

Comments on the papers are invited, and shoulebets the Directorate for Science, Technology
and Industry, OECD, 2 rue André-Pascal, 75775 Rzedex 16, France.

The opinions expressed in these papers are theresfwnsibility of the author(s) and do not
necessarily reflect those of the OECD or of theggoments of its member countries.

http:/www.oecd.org/sti/working-papers

All OECD Working papers on ICT can be found at:

http:/www.oecd.org/sti/ict/reports

©Copyright OECD/OCDE, 2007



DSTI/DOC(2007)7

AT A CROSSROADS: “PERSONHOOD” AND DIGITAL IDENTITY
IN THE INFORMATION SOCIETY !

EXECULIVE SUIMIMAIY .....eiiiiiiiiiiiii et e ettt e e et e e et e e e e e e e s e e e e e e e s e s bbb e e e et e e e e e e e e snnnnnrereeeeean 4.
1] 0o [8 Tox (o] o HO TP PEPPPRPIP 6
D= 11 0T (o] o PP PPPPP 7
From “Personhood” t0 Digital IAENTITY ........ccueieee oo 9
Data Protection in the IDM-Enabled Ubiquitous Imf@tion ENVironment ...............cccvvvviiicommn e 12
Data Protection and USEr CONIIOL.......... ettt e e e e e e e e s eeees 17
Market Demand for USer CONTIOL..... ..o ittt et eee et eneeennesnnsennnnnannnnns 22
The Properties Of IdENTITY .........oooi ettt emeee e e e e e eeeeeeeeeeeeeseesssnnsnnnnnneennne 26.
The Properties of Identity and Data Prote@CtioN............oiiiiiiii i 27
The Properties of Identity for Policy makers andtBare Developers .........cccvvveiieiiiiiiceeieeeeeeeeeeeeeen. 37
Current CoNCEPLIONS OF IDM .........uiiiiiiis sttt e e e e e e e e e e e e e e s s e et e e e e e e e e e e eeaeeas 39
DeCISIONS NG CONSIIAINTS .....uvvieiiiiie e eeeeaae e e e e ettt e e e e e e s s s s bbb e e e e easeeassbe ettt aeeeessannbbbbaneeeeeaeesaannnes 7.4
(0] o [ox 117 o PP PPRP 49
Annex: OECDPrivacy GUIdelINEXEXCEIPL)......coui it eereee e e e e e e e e e e e e e e e e eeaeeas [

Tsze-lu said, “The ruler of Wei has been waiting fou, in order with you to

administer the government. What will you conside first thing to be done?”

The Master replied, “What is necessary is to rgctdmes.”
(ConfuciusAnalectsXlll, 3, tr. Legge)

This paper has been prepared by a team of autledrdy Mary Rundle (Managing Editor) and incluglin
Bob Blakley, Jeff Broberg, Anthony Nadalin, Dale d®] Mary Ruddy, Marcelo Thompson Mello
Guimarées, and Paul Trevithick, with authorshipedoaccording to sections. The authors are grateful
Wendy Seltzer and loanna Tourkohoriti for reviewsagtions of the report.

The Managing Editor's work was conducted under tidet Dialogue project (see
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EXECUTIVE SUMMARY

In its “Introduction”, the paper sets the scenawland technology must be crafted to respect certai
“Properties of Identity” in identity management ) in order for the information society to be fraed
open. Respect for the Properties of Identity issseary for data protection; data protection is s for
accountability; and accountability is hecessanytifiast.

Before advancing arguments, the paper sets out defirétions of terms it uses.

The first substantive part of the paper, “From &@&hood’ to Digital Identity”, looks at the issuk o
“personhood” — or the recognition of a person agirftastatus as a person — in light of two highly
influential strands of classical philosophy thafllience today’s conceptions of data protection.les
differences in view over the means, respect forspehood” is a shared value among countries holting
democracy and an open economy. As IDM systems beaoore prevalent, data protection can help
defend “personhood” and allow people to enjoy gneatitonomy by exercising control over their digita
identities.

To show some threats that may arise if a suffibrgmtotective framework for identity information is
not in place, the section on “Data Protection ia IBM-Enabled Ubiquitous Information Environment”
tells a story. Here the paper looks at emergemtriméition and communication technologies (ICT) and
postulates that IDM promises to be a unifying congd. With IDM all-pervading, data protection will
prove vital.

The paper then addresses “Data Protection and Caseirol”. Here it suggests that IDM systems
must be built with fair information practices inmmdi

The section on “Market Demand for User Control”ldesith the question of whether the market will
support user control in IDM. Trends in demand friowfividual users and business seem to suggestlit wi
As a result, organisations will need to transfohmirt thinking and business processes. Among other
changes, they will need ta) build appropriate notice, consent, security, aodess into business process
design,ii) limit data collection in transactions, aiii securely dispose of information that is no longer
required. Not surprisingly, these are key concégptdata protection.

As the market demands IDM systems that protect aatagive control to users, people responsible
for designing sound legal and technological systestating to IDM will need to know that their desgy
will hold up under pressure. Fundamentally, thegdht factor in the way identity behaves. To haknt
do so, the paper shifts to introduce the Propedifiddentity.

The Properties of Identity can serve as a guidedéa protection and so help undergird a free and
open information society. With this in mind, thectten on “The Properties of Identity and Data
Protection” explores the adequacy of the OECD’sd€lines on the Protection of Privacy and Transkorde
Flows of Personal Dat#(ivacy Guidelinesfor IDM.
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While the relationship between the Properties ehtdy and data protection may be clear, it is peop
who must bring these ideas to life. The section“Bime Properties of Identity for Policy makers and
Software Developers” tells how people in governnaerd the IDM industry have distinct roles to play.

Even if the logic of the Properties of Identity addta protection seem obvious, there is still the
guestion of how the identity infrastructure willtgieom here to there. The paper describes “Current
Conceptions” of IDM, shedding light on “core” idé@gtinformation for use in various IDM contexts.eth
role of individual user control, identity informati that does not need to be commonly used, aneixtieat
to which core identity is compatible with partidentities and pseudonyms. In addition, this seataps
out current conceptions of the management of ideimformation, indicating similarities and diffarees
among IDM approaches — user-centric, service pssladganisation-centric, and network-centric/
federated.

To bring discussion back around to immediate isdaeig leaders, a section on “Decisions and
Constraints” first lists some decisions that mustrbade in the near term regarding IDM policy and
technology. It then calls to mind some of the caists that set the larger context within whichsthe
decisions must be made.

The paper concludes that, given the importancéhe$d issues for the future information society,
more investigation is needed into how to addregss da international data protection in light of the
emergent identity infrastructure.
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INTRODUCTION

There is a growing sense in the online environrtiegit a free and open society may not be as certain
as previously assumed. With a lack of identity oolst society will be susceptible to identity thdfaud,
and the shutting down of businesses and even neggrnthrough denial of service attacks. As emergent
technologies bring the information society to untdth territory, even people who see data proteai®n
providing guidance are questioning the adequasafefguards conceived years ago.

In 1980 OECD members adopted tBaidelines on the Protection of Privacy and Transleo Flows
of Personal Dataand thosé®rivacy Guidelineshave remained relevant to this dalowever, as society
starts to head into the ubiquitous information emvinent, a key question is whether those data gtiote
principles need bolstering. In particular, are ticapable of protecting data when it is separateunh fthe
control of the individual to whom it relates?

In terms of identity management (IDM), unless lamd @echnology are crafted to respect certain
“Properties of Identity”, there is no data protenti and if there is no data protection, there is no
accountability; and if there is no accountabiliiyere is no trust. The diagram below depicts hogseh
elements build upon each other.

Trust

Accountability

Data Protection

Properties of Identity

The paper elaborates on these concepts. A comrearetis the importance of user control.

For ease of reference, an excerpt of the PriGdgelines is provided in the Annex.
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DEFINITIONS

This section sets out some basic definitions otepts as used in this paper.

As this paper uses the term “person”, it referatbuman being, or a natural person. The paper’'s
arguments could be adapted to apply to juridicedqes €.g.corporations) as weil.

“Personhood” is used in the traditional world to mean recogmitdf an individual or entity as having
status as a person. This paper uses the term tgersd” or ‘digital personhood” to discuss recognition
of a human being as having status as a persoe ielé¢stronic realm.

Identity is both a “real-world” concept and a digital atf, this paper uses the terrdidital
identity” or “identity” to refer to what technologists in the field of NDconceive as “a digital
representation of a set of claims made by one @byt itself or another data subjeti’s in the real
world, a person may have any number of differeenidies in the electronic world. In the real world
identity is considered to entail a rather comprehanset of “individual characteristics by whiclthing or
person is recognised or knowhyhereas in the electronic realm an identity caa bery simple subset of
identity information €.g. an address). Despite the paper’s discussion ofptiesophical concept of
personal identity as the “sameness of a same parsdifferent moments in time”, the term “identitgs
used in the paper refers to that more limited motba set of claims. Digital identity, for the gapis a
“thing”, a man-made thing (an “artifact”) that refeo a person, and that is different from suclsqet

The term Ppartial identity ” is used to refer to subsets of identity inforroatias the “thing” may not
be sufficient to identify a person at different menmts in time.

The term fdentity attributes” is sometimes used to refer to the contents ofe¢hmartial identities or
digital identities.

The term fdentifier” is sometimes used to refer to information thanfto a persoh.
A person acting through digital identities may beniliar to others due tpersonasthat he himself

develops (with a persona being “the role that osmumes or displays in public or society; one’s jgubl
image or personality, as distinguished from theeingelf”). In addition, a person acting through digital

See, for example, discussion of the referentiaperty in the section on “The Properties of Idgnénd
Data Protection”.

This definition was developed on the mailing lidtthe Identity Gang, a group comprising over P 00
professionals in this field. The definition of “digl identity” as used by the group appears inltentity
Gang’s Lexicon at http://identitygang.org/moin.&jgital_Identity.

Definition for “identity” at http://wordnet.prireton.edu/perl/webwn, as viewed on 3 December 2007.

Again, “identity” refers to the set of claimsetf to “Joe’s documents”, to “Joe’s ID card” (et claims
represented in them), and not to Joe himself, mohé identity between Joe in T1 and Joe in T2.tRisr
reason, the paper later explains that identityisrential, because the “document”, the “thing”,stwefer
to a person.

The distinction between identifier and the pergtentified breaks down with biometrics, which atce
refer to subsets of identity information and (p)tthe actual person.

The American Heritage Dictionary of the Englisaniguage, Fourth Edition. Houghton Mifflin Company,
2004. http://dictionary.reference.com/browse/peas@tcessed: 7 January 2008).
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identities may be familiar to others duepimfiles that others develop about him (with a profile lgeta
set of data exhibiting the significant featuresamething and often obtained by multiple te$ts”

A data ‘subject’ is the person to whom a digital identity refers.

As the terms “persona” and “profile” suggest, idigrinformation can be used by different people to
describe a person. Applying the ideas of philosopgtaul Ricoeur: When the data subject himself is
initiating new actions through a digital identithat identity may be referred to agse identity”; when
others act based on what they know about a pergentine, the identity may be referred to adefn
identity”.*°

As understood in the European Union, when inforomaiin a digital identity relates to an identified o
identifiable natural person — meaning “one who banidentified, directly or indirectly, in particuldy
reference to an identification number or to onemare factors specific to his physical, physiologica
mental, economic, cultural or social identity” -eytconstitute personal datd. ™

Of course, IDM and other technologies can alloveespn to remain anonymous as data pertaining to
him is exchanged, in which case the term “perscsetlh” would not be appropriateldéntity
information” serves as a more generic term for data relatirg person, whether identified/identifiable or
not.

Merriam-Webster's Medical Dictionary. Merriam-Véédr, Inc.
http://dictionary.reference.com/browse/profile @ssed: January 07, 2008).

10 These conceptions stem from work by Paul Ricofl#13-2005). As detailed on the Stanford
Encyclopedia of Philosophy: “Following a distirantiin Latin betweeidemandipse Ricoeur holds that
the self'sidemidentity is that which gives the self, among otti@ngs, its spatio-temporal sameness. Its
ipseidentity gives it its unique ability to initiateomething new and imputable to himself or herself.”
http://plato.stanford.edu/entries/ricoeur/ (accdssianuary 07, 2008).

1 This definition of personal data is containedinective 95/46/EC.
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FROM “PERSONHOOD” TO DIGITAL IDENTITY *

This section explores the relationship betweengérsod and digital identity. As it considers some
philosophical influences that shape today’s conoeyst it underscores the importance of user conitrol
the electronic realm for promoting a culture of aoatability and trust.

Classical influences on personhood in identity mamggement

Markings of modern philosophy may be seen in thigl itamings of personhood and digital identity.
Both Georg Wilhelm Friedrich Hegel and John Lockeaut ideas that have affected society’s willirgme
to use identity information to refer to a persoregel, in hisPhenomenology of Mindsserted that “it is

only by being acknowledged, or ‘recognised’,” taaperson is known to exi§tWith IDM, recognition
comes from information pointing to a person.

Locke emphasised how personhood entails a consmes®f being the same identity over time; with
this conception, personhood stems from an intaitighinking being’s ability to know oneself to bee
same thinking being in different contexts. Conssimss acts through a material body, and accoutyabil
for choices made attaches to the consciousnesg&elsoideas implicitly lie behind authentication DM
systems: IDM systems recognise people throughrmadtéraits which remain stable over time, but they
also authenticate people. The act of authenticagpresents and depends upon the person's menubry an
consciousness of being the same identity over tirhe.act of claiming an identity in an IDM systenda
passing the authentication challenge represenéssertion by a person of a Lockean personal (assepp
to bodily) identity, and this authentication in nurcreates a voluntary and conscious basis for
accountability.

Classical influences on digital identity

In terms of how personhood relates to digital idgnt especially personal data — Hegel and Locke
have influenced today’'s dominant legal theoriesvwo different ways. In Europe, the law reflects a
Hegelian sense that the person has a propertyegtter being able to control personal data. Hegel
property as allowing an individual to have autonoower resource¥, and so property was a feature of
personhood: “Not until he has property does thesque exist as reason>"In addition, European law
reflects a sense that a person experiences freaddm enjoys property in the context of the comtguni
which the state affords. Freedom, to Hegel, isyftdlalised only in community with others: “the e
must give its freedom an external sphere in ordexist as Idea’® Freedom as experienced through life
in community has an overall connectedness inGbist— that is, the mind, or spirit, of the state. they
words, personhood demands control over propertefpression, and freedom accompanies that control

12 This section was written by Mary Rundle, Bob Bégk and Marcelo Thompson Mello Guimaraes.

13 Georg Wilhelm Friedrich HegeéPhenomenology of Mind.807, §178.

14 Margaret Jane Radin, Property and “personhood”SZAN. L. REV. 957 (1982); reprinted in part in
Property Law 53 (E. Mensch & A. Freeman eds. 1992).

15 Georg Wilhelm Friedrich HegeElements of the Philosophy of Righ822, § 41.

16
Id.
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over property when it is enjoyed within communitence, European data protection reflects a seasath
person should be able to control data relatingrtg bnd that the state helps him enjoy those rights

In the United States, another dominant regime tiffgthe treatment of personal data todane law
reflects a Lockean sense that people reign ovar $hparate private spheres and have defensivei¢ibe
against the state. In particular, the Lockean th@brproperty, normally called the “labour theorhas
influenced the US conception of the relationshipMeen personhood and private property. According to
Locke, “every Man has a Property in his own Persém@m which it follows that “[tlhe Labour of his
Body, and the Work of his hands... are properly”HisThis property is in the private sphere and is
therefore under the domain of the person, as opptus¢he state. Hence, in US law the concern i wit
preventing state interference with the private spheersonal data needs to be protected from arente
by the state.

The important distinction between personhood and djital identity

Hegel and Locke, and the legal systems influengedhbm, place a great deal of importance on
recognition of the person. However, depending haemiity information is controlled, IDM could threat
to undermine personhood. Stated simply, when iddafis are not in effective control of identity
information, personhood and the enjoyment of hurigrts shrink.

To understand why, it is important to remember thaban rights attach to the person, as opposed to
the profiles that may be built up from identityonfnation about him. While it has always been theeda
human history that a person’s reputation and astibave influenced others’ treatment of him, this
tendency is magnified in IDM as a person is effatyi recognised by the spin-off profiles that betpn
accrue for him. In other words, the danger is tivaiat is relevant is no longgrersonhood- the
recognition of a person as having status as a perdnut rather @rofile — the recognition of a pattern of
past behaviour. Those past actions themselves aréhe source from which his human rights derive;
rather, the state of being a person gives riskdse rights.

If IDM profiles substitute for the actual persorie-the point where recognition is transferred t® th
profiles rather than to the person behind theme-ctimcept of personhood dissolves. Taking the ebamp
of a faulty credit report, if a person has no wakmmowing about an error that negatively affects ¢riedit
rating, he may be denied a loan to purchase a hblis@njoyment of rights suffers (in this case tight
to know what information is held about him and &tdity to correct it so as to buy a home). Thelybem
is caused by the fact that identity informatiomléached from the person’s control. Such detachoan
lead to a diminishing of a person’s participatiarsociety and basic enjoyment of personhood. Thiyab
to control the use of one’s identity informatiorcisicial for reminding others that there is a persehind
data and enabling that person to have full statusvdealing with others.

To Hegel a person’s freedom increases the morexperiences connection in society; translated to
IDM, a person’s freedom increases the more heaotsrwith others through digital identities thainesn
under his control. In Lockean terms, actions maythmight of as an extension of the person; acting
through digital identities expands a person’s domd&oth philosophical traditions would see greater
fullness for the person as he acts through digitattities. Vital to both would be user control odggital
identities, which activates personhood and promiottis social connectedness and autonomy.

1 US conceptions of data protection are echoetiénAtsia Pacific Economic Cooperation (APEC) Privacy

Framework (2004).

18 John Locke, Second Treatise on Government, 18650,

10
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In addition to effects on the individual, society awhole suffers when the tie between a person and
his data is severed. Data becomes plagued by ireges, people begin to fear that decisions ariérainp,
and a sense of justice wanes. In this climate, Ipebpve fewer means to assess the riskiness of
relationships and so opt not to interact. User robrtver identity information can reverse this tleand
generate accountability and trust.

IDENTITY LESSONS INLITERATURE

Novelists and dramatists have driven Locke’s poihdme over and over agairDr. Jekyll and Mr. Hyde
presented several persons in one bddyelfth Nightgave us multiple persons in multiple indistingaiste
bodies; and the theme of one person in one bodgaapy to be different bodies goes all the way back
Odysseus in the cave of the Cyclops.

These are not just pretty stories; at least twg peactical problems arise out of these confusifridentity:

The first is that since a body can change withbat(L.ockean) person changing, people can haveculityi
recognising each other. This is why disguise ied@ife; it's also why ID card photos are re-taken
periodically. The philosophical version of thisoplem, due to Plutarch, is “the ship of Theseu§Theseus
sails the Argo around the world, stopping to replparts of the ship at each port as things wegramat if
eventually every single part has been replacdtisidl the same ship?

The practical problem arises, for example, in tee of biometrics. Faces, fingers, and other baalysp
change or are even lost over time, undermining dlceuracy or even the feasibility of biometric
identification. Biometric researchers know thiadahey select physical traits as candidates fombiric
modalities based on two criteria: stability andidigiveness.

Stability is the tendency of the trait to chang®ady, in a single individual, over time. Distinetiness is the
(low) probability that a particular configuratiom @ trait (for example a pattern of fingerprintgas) will be
shared by two different individuals. No trait istieely stable, and therefore biometrics can imgiple only
establish some level of probability that an indiatihas been correctly identified — there can beertainty.

The second problem is that a person can changeutitthe body changing. This is the basis for legal
exemptions from accountability; for example, a dege attorney may be able to shield his client from
punishment if he can establish that although tHerdtant committed the crime in question and knethat
time that it was wrong, his mental state at theetiofi the trial is such that he cannot understatiteeihe
wrongness of his act or the reason for which helavba punished.

This problem also causes problems for identificatib persons; people forget passwords — and ftisslack
of the mental continuity Locke asserted was thasbfag identity of a person that makes it impossibd
identify them after this happens. When systemgadargecover from the effects of users’ forgetfulmetbhey
typically do one of two things: ask for other renimred facts (but this may not work) or ask for ptels
objects like ID cards or birth certificates — bwepts like the Asian tsunami and Hurricane Katrshaw
vividly that these things too cannot be dependeaxhigs an infallible mechanism of identification.

11
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DATA PROTECTION IN THE IDM-ENABLED UBIQUITOUS INFOR MATION
ENVIRONMENT *°

Taking the example of a hypothetical person nanted)MAi Tun, this section projects an image of a
potential ubiquitous information environment. ltogls several threats that arise if data protection f
identity information is not sufficiently in place.

A tale of a ubiquitous information environment

As Yong Ai Tun heads to the subway one morning widr music on, she chooses to be
simultaneously connected to dozens of informatioth @mmunication technology (ICT) systems. Some
are Internet based, some are mobile radio baséldsane are running on new communications channels,
with a mix of public and private networks. In theas of time between when she walks from her home to
the subway, she checks inventory at her companysdets more production materials, agrees to pseha
and send the flowers and books that an electraygatacecommends for her aunt’s birthday, dispateimes
avatar to go participate in a spectrum protest,ags a round of poker.

In seamlessly hooking into these multiple systemsr&e, Ai Tun controls what information she
releases to each channel. She uses different figesiti Yong Ai Tun in business contexts, AiTun8p i
social contexts, and Rainmaker in some other wsyktem. The authentication methods used by these
systems have varying levels of security.

Ai Tun engages in these activities through virtwallds: Social computing has moved towards real-
time interactions in 3-dimensional (3-D) spacetednating different media.

Accelerated by her generation’s demand for eadaster and overall better person-to-person
communication, several types of access devicesisioex have converged. These include handheld
always-on devices, embedded IT, and ambient ig&giie, which serve as game consoles, TVs, mobile
phones, music players, video recorders, office mnash remote controls for appliances, and more. The
widespread use of these always-on devices hasolatl convergence of real-world and virtual-world
identities.

As communication and information volumes have grote issue of attention management has
become more urgent for Ai Tun. To help her manage gresence and participation levels, the IDM
platform makes it easy for her to employ multipgeats (and subagents) to operate on behalf of the
various roles she plays. These intelligent softwagents enable her to stay appropriately conneateld
competitive, assisting her in managing relationshgetting the best deals on the coolest prodstsing
off continuously adaptive spam and advertisemeartd, discovering the new information necessary to be
effective as she acts in various capacities. Iritiatdto intelligent software agents’ helping to mage
connectivity and participation, these agents helard privacy; for example, by auditing the treattnan
data, they help prevent others from colluding tosmidate information about Ai Tun’s various roles.

As Ai Tun emerges from the subway, a sensor irtdhestile gauges her temperature and detects that
she is carrying a fever. The sensor transmitsdiia to the transit card reader, which determieesime
based on her radio-frequency identification (RFédgbled card that serves for transportation, bankin
and other needs. The device then sends data abofdéver over a network, which alerts Ai Tun’s niebi

19 This section was written by Mary Rundle, Paul vitteck, and Mary Ruddy, with contributions from

Anthony Nadalin.

12
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phone service provider that it should track Ai T@ell towers triangulate her location as she walkan

the street; meanwhile, the phone company gathengbent location profile and requests another @mp

in its federation to provide the names of all indials with whom she has been in contact in the48s
hours. The company sends the data on to a govetnagemcy in the healthcare sector. The agency
determines that Ai Tun has not been exposed tocantagious diseases, updates Ai Tun’s dossier, and
sends out a “clear” message to the neighbourhoseadée-control intervention points that have been
alerted. This health check has been conducteddernD seconds, enough time to grant Ai Tun clesran
to enter a nearby building, even though she nemewkshe had to obtain this clearance. The hea#hcar
agency is part of the Program for Efficiency in @mment (PEG). As such, it makes the information it
has collected available within the PEG federation.

Another PEG participant organisation, the WealtlsdRece Observation Network for Governments
(WRONG), receives the updated location historiegiofun and the people with whom she has been in
recent contact. Matching that data with other rdspit determines that Ai Tun was in close proxynti
someone who had withdrawn a significant sum of ngdn@m a virtual world. If Ai Tun and this person
who had withdrawn funds were each carrying dewidls the latest version of Bluetooth, it is possilihie
funds were transferred to her as they passed ethen. Ai Tun’s name, as transliterated into roman
characters, is the same name as one appearinguspected terrorist list; therefore, the WRONG ystal
send an alert to Ai Tun’s banks to notify them tommor her activity. One of the banks applies atraex
degree of care to its accounts due to their largeuats. Upon receiving the alert, the bank freeXies
Tun’s account.

Unfortunately, Ai Tun is currently in the processtring to purchase medical treatment for her
uncle, Yong Kurzweil, who has experienced heattifai With the freeze on her account, the transadt
blocked, and Ai Tun’s uncle is denied treatment #aken off life support. As he dies, a change-of-
circumstances bulletin propagates through the camgation Grid, and all his accounts are deactivated
Ai Tun, however, does not receive word becauseisiemporarily disconnected while her status on the
watchlist is being investigated. In fact, Ai Tunshaecome completely unrecognisable to others becaus
her Personal Electronic Recognition System for @nhegotiations (PERSON) has been disabled.

Noticing that her music has stopped, Ai Tun trizsdntact her local ombudsman to find out what is
happening; but with her Grid access denied, shaatafortunately, her Rights Enforcement Safeguard
Club for the Ubicomp Environment (RESCUE) sees hmatpresence indicator is not working and notifies
the ombudsman, who obtains the necessary goverahwaarances and checks what triggered the denial.
Realising it was a mistake, he authorises a reeatitation prompt for her devices. Thankfully, the
glitches are sorted out in time for Yong Kurzweillte resuscitated; a sample of his DNA is thenrtake
re-enroll him with the global registry service thiaactivates his accounts. Ai Tun is aware only tex
music stopped for a moment.

IDM as a critical enabler of the ubiquitous information environment

Many types of ICTs combine to make up the ubiqutoformation environment in this story. Mesh
networking allows users to form spontaneous comoations networks. Grid computing enables devices
of low capacity to tap into pools of computing poveed databases elsewhere. Feeding information into
these communications channels are not just webaitds3-D applications, but also such applicatians a
networked RFID tags, sensors, and location-basedces (LBS), which convey information about the
user and surroundings. Finally, the Semantic Weltgases data about data (metadata) so that relevant
information can be digested and presented in aiuB®in to the user through such applications ascte
engines and reputation rating systems. Togethesettiechnologies connect people and put practical
information at their fingertips through cheaper,renefficient, and more tailored services. An idignti
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infrastructure is a critical enabler of this ubiguis information environment because it is suffidgopen
and can integrate these emerging ICT technologies.

Although hypothetical, the story of Ai Tun conjureg some of the risks heralded in the report on

“Dilemmas of Privacy and Surveillance: Challengé3echnological Change”:

Technologies for the collection, storage, transimissand processing of data are developing
rapidly. These technological developments promisayrbenefits: improved means of storing
and analysing medical records and health data deaftito improvements in medical care and in
management of public health; electronic logging jadirney details can promise improved
provision of public transport and more logical priz for road use; and more details of peoples’
everyday behaviour offer the possibility for deyefg better public policy generally.

However, the development of these technologies lasothe potential to impact significantly on
privacy. How they develop is to a large extent uride control of society. They can be allowed to
develop in a way that means personal data are topie view of others — either centralised spies
or local peeping toms. Or, they can be allowedewetbp so that personal data are collected and
stored in an organised, controlled and secure nmafihere is a choice between a “Big Brother”
world where individual privacy is almost extinctdaa world where the data are kept by individual
organisations or services, and kept secret andeeche development of technology should be
monitored and managed so that its potential effeunderstood and controlled. The possibility
of failures of technologies needs to be exploramtahghly, so that failures can be prepared for
and, where possible, prevenf@d.

Because IDM promises to be a unifying thread fomsmy emergent technologies, it deserves special
attention. In particular, a decisive factor in wietthe ubiquitous information environment makesdo
healthy or repressive information society is whethe user enjoys control of identity informatiaiating

to him. Data protection is vital for this control.

Ai Tun’s story points to some challenges that theQD’s Privacy Guidelinesaim to address.

Specifically:

In terms of limits on the collection of personatajavas there an international legal framework
by which to judge if the data was obtained by ldwafud fair means? Was that data captured with
the knowledge or consent of Ai Tun?

Regarding data quality, was the data that was ctellerelevant to the purposes for which it was
to be used, and was it accurate, complete andugefu-date?

As for purpose specification, were the purposedaté collection specified in advance, and was
subsequent use limited to the fulfilment of thoaeppses?

With respect to use limitation, was it the caset tharsonal data was not disclosed, made
available or otherwise used for purposes other thase specified excegp} with the consent of
the data subject, dm) by the authority of law?

Did each entity handling Ai Tun’s data take reas@aecurity safeguards?

Were the practices and policies applying to hea dgen and clear?

20

The Royal Academy of Engineering, 2007, p. 7.
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* Did Ai Tun enjoy an effective right to have accésdhat data relating to her? Was there a way
for her to have timely redress if denied access® §ti@ able to challenge her profiles and, if the
challenges were successful, to have the data ecasEdrected?

» Did each of the entities treating Ai Tun’s data énadata controller who was accountable for
ensuring compliance with these principles?

Tomorrow’s enhanced services

It is likely that IDM will become pervasive as tiechnology helps to solve simple transactional
problems that have plagued ICT. Today most peggpeatedly fill out billing and address information
when making purchases remotely; they often do $b mo guarantee that the party on the other eral of
transaction is who he purports to be, and they mavbinding way to indicate preferences for howythe
wish their data to be treated, assuming the traiosais legitimate. In the marketplace, IDM wilkély
grow popular by allowing parties to establish trastd to transfer personal information with ease,
according to user preferences. In policymakingles,clDM will likely be endorsed as a cure for fading
confidence the public has in e-commerce, and asag for governments to provide services more
efficiently.

Entirely new capabilities will rapidly emerge a® thser-centrfc¢ IDM layer transforms into what is
essentially a new paradigm and applications platfdt is impossible to predict what most of thedghh
be, but it is fairly easy to compile a list of pati@l candidates. An illustrative list is offeredrb:

One capability will likely entail thenetaverse Originally thought to be separate and distinotfr
“real” life, people now see that new possibilitiesse when one attempts to break down the barriers
between these worlds and mash them together intd sdme call an “augmented” reality. To achievs,thi
the same IDM layer that will be pervasively intdgdhinto traditional systems, websites, and devices
people use every day, must also be embedded insalexactly the same way into the corresponding
objects and interfaces in simulated, virtual warlds

Another capability will involvecentral control with distributed data. A common, consistent IDM
layer will afford users a singleentraliseddashboard (or control panel) for theistributed identity
information. They will be able to link together thenformation across distributed external systeang
then update and synchronise those aspects ofitlieimation over which they are authoritative, la¢ t
push of a button on the centralised service. Agrergill be able to change his address and propadbete
change to potentially hundreds of external systanmsce.

The concept ofmultiple digital personas (the common parts of each which are linked togefibie
quick update) enables the introduction of more padmelationships into online social networkssItliear
that the requirement for allowing a person to egprdimself differently in different contexts is
fundamental to society in many ways. And it will Beequirement of all future IDM solutions as well.
Creation and maintenance of multiple simultanediggtal personas will become a new social norm.

User-centric IDM makes deggersonalisationof service and dynamigiscovery of new of services
practical. For example, in the e-commerce realny arfew systems currently do a good job of presgnti
compelling product recommendations. This is pdogause the e-commerce “silo” has access by direct
observation to only that silo’s specific slice betuser’s clickstream, choice of navigational ghtiough
the site, behaviour, interests, preferences, andnsd-urther, for a variety of reasons, silos oftave
trouble even knowing that this is the same persba showed up before. However, new IDM intelligent

2 The section on “Current Conceptions” elaboratethe concept of user centric IDM architectures.
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software agents controlled entirely by the useradole to project (in a privacy-enhancing pseudornysno
manner wherever practical) rich preference andéstedata to external systems that can now “suiescri
to these agent-managed customer data feeds. SatheodDM layer makes possible the emergence of
dynamic, contextualisee (g.location-based) discovery of new services.

Continuous improvement and adaptation User-centric IDM creates a virtuous cycle: engith
profile and preference data enables personalisaimhdiscovery of new services, and by implicit and
explicit feedback based on the user’s reactionhtsé personalised/new services, the profile isnagai
enriched. New categories and sub-categories oépmmete emerge.

At a deeper level, policy makers must understaatittie design of IDM systems can determine who

has access to what information. By choosing optibas promote data protection and foster user obimtr
IDM, policy makers can support the wider goals efdcracy and an open market economy.
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DATA PROTECTION AND USER CONTROL

Here the paper describes how fair information piees can boost user control in IDM systems.
Demand for this data protection is likely to growhyand in turn help shape, the evolution of IDM.

Discussion of user demand for data protection el@sed on the following assumptions about the
future evolution of IDM:

1. Today's “islands” of identity technology protocadsd systems will be bridged by an over-
arching IDM layer in the identity infrastructure.

2. Every device, platform, and system used by peoflglug into this IDM layer.

3. This IDM layer will be based on the understandihgttone person wields multiple digital
personas and that these personas are contextual.

4. Users will learn and become familiar with a setefv, standardised, everyday user experiences
around such “ceremonies” as authentication, rele&sgentity information, selection of digital
personas for different situations, and review @rifsendly privacy policies; and

5. Users will enjoy new capabilities, especially thdsesed on delegation of user authority to
identity agents that work on their behalf.

Against this backdrop, users are likely to demadM Itools that allowa) notice of other parties’
treatment of identity informatiorn) an opportunity for the user tmnsento or refuse this treatmerd), an
assurance aecurity (including privacy), andl) accesso information on actual practices affecting their
data, with an opportunity for redress. The upst@ market push for fair information practicesdaritity
management.

Notice

IDM systems must allow the user easily to see anttbrstand the way that other parties will treat his
data.

Users need to know these data policies in ordendke informed choices about whether to release
identity information to “relying parties”. They ratibe able to see what information is being dem@nde
from them as well as what the relying party’s daention and handling policies are. Having to read
new, multi-page legal document every time one deéls a new party is tedious. Then, two monthsrlate
when the policy changes, it becomes necessaryatb aenew, lengthy explanation. With these obstacles
people tend to ignore the document altogether titigisthat the company is not doing anything
inappropriate.

= This section was written by Paul Trevithick, M&yndle, and Anthony Nadalin.
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Similarly, the user needs to be able to see the td@atment policies of entities they trust to selgu
store and manage personal data — that is, they toesele the policies of “identity providers”. Noog
these requirements are met by existing, legacy HyMems.

Adding to pressures are the unique problems spaviyedhternational transactions as laws of
different countries allow parties different levelsdefault access to personal data. For examplehpaing
a widget from a vendor in the United States mayegm person to different treatment than usinghdare
from France would. The vendors may have the sastieigs (they may even be the same company), but
they are subject to different exposures from theesgigns. Greater insight into this dynamic mayseau
certain countries to become business havens beoétise way they treat data, just as Switzerlardi the
Cayman Islands have for bank accounts or the U8 sfeéDelaware has for corporate headquarters.sUser
need to know what the default treatment of theia dall be.

It would be helpful to create a standard, checldfstiata protection policies so that persons could
rapidly assess the way their data will be treateddzth entity.

The need for simplicity here suggests some stars#gioh of terms so that people might rapidly
ascertain the notice conditions described aboandairds for simplicity could address the complerity
current legalese and allow people to make marketpemisons — thus fostering competition among
vendors to offer better levels of data protection.

Consent

In addition to IDM systems’ allowing users to re@einotice of other parties’ data practices, users
need to be able to express consent for that tresitoredecline interactions given those practicesttds
still, users ideally should be able to define tbaditions and obligations that others must adhenshen
dealing with their identity information. As withdrarea of notice, approaches may emerge to allogi@e
to negotiate contracts for data treatment.

In the new identity infrastructure, it has beengasied that users could choose among “icons” to
express preferences, with these icons represelatiyad agreements that are bound to “machine readabl
and “human readable” policié$The vision is for terms for the treatment of idgninformation to be
enforceable. This enforceability would allow theMDcons approach to go beyond previous efforthis t
kind (e.g.the Platform for Privacy Preferences, or P3P).

Alternatively, there could be a place where peoptauld post their default preferences for the
treatment of their personal data; parties dealinily What data could have an affirmative legal dtay
consult that posting and abide by those conditions.

= Such an approach would emulate that of Creatm@ons, which has developed a system for creafors o

digital content to waive aspects of their intelledtproperty rights. Creative Commons has becomelpo
around the world by using universally recognisabtins to represent copyright policy, with thesenigo
having computer code, lay-term explanations, arghllestatements attached to them to be “machine
readable”, “human readable”, and “lawyer readableFor information on Creative Commons, see:
http://creativecommons.org/about/licenses/how?2;af@ketch of this idea to use icons for data ptimec
see http://www.w3.0rg/2006/07/privacy-ws/papersi@idle-data-protection-and-idm-tools/.

2 If developed, such a system might eventuallyvalisers with similar preferences for data protectio

form groups that would then have greater negotidéverage when dealing with vendors. Of course, th
expected increase in delegation of authority fra®rs to their identity agents will add new complesito
handling consent issues when the user is notaat iritially, in the loop.
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The hope is that in combination, legal provisiond tgechnologies will allow an individual to have an
effective consent right in matters relating to iessonal data.

Security (including privacy)

Practitioners developing new and especially usatrelDM technology are faced with a difficult
challenge from a security and system-hardeningppetive. Whereas the intent and promise of the new
technology is to protect users from malicious &da.g. phishing and pharming), the introduction of
IDM layer components tends to centralise (or astlearrelate) identity-related data flows througénaall
number of standardised infrastructure componebtgl dloes not necessarily result in a logical or ptls
concentration or aggregation of personal data,itbdbes result in the fact that identity ddtaws are
concentrated through new, standardised IDM compsriastalled on the user's computers and devites. |
is almost guaranteed that adversaries will now their attention to these new common IDM components
with intense energy, due to the far greater paeméwards of a successful attack. Today’s relbtive
insecure Internet has many diffuse points of vidb#ity. With the introduction of IDM componentseth
situation is inverted: Now a few common componearts relied on for many interactions. This is a
challenge that experts understand to be serioune$mtential threats to a user’s security are Higfnan
without the pervasive IDM layer.

Some key elements of the user’s identity coulddget but of the system and embedded on a smart ID
card. The card would hold just enough data to dmgmously authenticate the user as well as pulslet a
private keys to encrypt and decrypt data stor@adiémetwork. This would remove a key link betwées
private data stored in the IDM and the owner of tteia whose identity is stored on the card.

One of the particular challenges from the user'sspective is that almost all measures and new
technologies that can be used to reduce vulnetiabjlistrengthen authentication, and provide furthe
security measures do so at a cost to the userigo@nce. Experience has vividly shown how inserssit
users are to chronic, low-level security threatd aonversely how much they value ease of use and
convenience. Balancing the competing requiremeatsdcurity vs. convenience will be one of the most
difficult challenges for the user.

User-centric IDM has a clear benefit to securite do its introduction of common, consistent user-
experience ceremonies for basic identity interasti@.g. authentication) across platforms and devices.
The reason is simple: In a world without standatdractions, users tend simply to “click througtidlog
boxes without asking questions. They have neithetitne nor the patience to examine each and tmtry
make sense of what is being asked of them. ThiemakKar easier than it should be for adversaadsol
a user into providing information when he shouldl ¢hw so. Many studies have documented the inefecti
nature of visual cues and indicators.

There are also security challenges in the areaivdqy. Whether or not user-centric IDM technology
yields an overall increase or decrease in end-pseacy depends partly on the design of the idgntit
infrastructure, partly on its implementation, pah how people actually use the infrastructurel, @astly
yet probably most importantly) partly on legal mags and social norms outside the technical realm.

The technicalqualities that users are implicitly demanding fbe tprivacy aspects of user control
include the following:

i) Decentralisation Maximal decentralisation of identity informatiémto as many separate data
contexts as possible.

i) Data minimisation. The common sense notion that only the minimal wrhoof identity
information necessary to support all of the regliransactions should be stored.
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iii) Local identifiers. In order to prevent privacy-destroying linkaged aaggregation of identity
information across data contexts (e.g. repositprazch context should wherever possible define
its own localised naming scheme (preferably usimgpll pseudonyms) to identify the set of
identity information associated with a person aner¢by avoid using more global identifiers
such as a government tax identity number.

iv) Verifiability . Because relying parties sometimes require thaitnsl made about the user be
verifiable, the system must support mechanismséafication of claims.

V) Selective disclosureBeyond minimisation of what's stored, in any givexchange of identity
information only the information necessary to epatle specific transaction anticipated should
be involved. For example if a person’s age is meglio be stored, it is often the case that merely
revealing that the person is over or under cedgmthresholds is all that is required in a specifi
transaction. In some cases the user must also Ibet@lzombine selected claims made about
them by more than one identity authority into aimal composite set of claims and be able to
present this to a relying party in such a way thatrelying party cannot repudiate the original
claims. New cryptographic approaches (a new kindPacy Enhancing Technology25) are
required to meet these (and other closely relgigdacy requirements.

Vi) Composability. It is best if the user is able to assemble rdasgboups of related partial
identities into convenient digital “persona” comjpes that can be used in recurring social,
commercial or governmental settings. Without thiie tendency will be for users to rely on a
smaller number of less-minimal and more easilyalated digital identities that reduce privacy.

vii) Auditability . The identity infrastructure should be designedltow audits. Audits can provide
accountability, helping to assure parties thatrible of corruption is low and enabling records for
legal redress.

Together, these security concerns are sizeable. &tilressing them is a prerequisite for an identi
infrastructure that affords user control to enatueountability and trust.

Access

In terms of access, people want to be able to s data other parties have on file concerning them
and they want an opportunity to contest those d=cointernational data protection principles seek t
provide a means to check that the treatment obpafgiata is in line with expectations.

Although these principles have shown concern faess, a practical difficulty with the concept is
that the burden is on the individual to find outonrhas his personal data in the first place. Given t
number of entities that deal with personal datayodhe task of chasing up who has what, and hey th
are treating it, is so arduous as to render a persight of access nearly useless. However, IDMgdhat
are now being conceived could reverse this sitoataking it practicable to know who has a person’s
identity information and how they are handling tata.

Still, individuals themselves cannot always be yitiv what is being done with their data by public
and private actors spanning different jurisdictiofise law might generally require consent by a qeii§
his personal data is used by an entity, but it ingththe same time authorise use without consenmt fo
certain purposes, such as national security. Ih sases an individual will be in the dark as to thibe his
identity information is being used for purposeswbich he has not consented. There is arguably an

» http://www.olis.oecd.org/olis/2001doc.nsf/Link Bsti-iccp-reg(2001)1-final.
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ombudsman role for democratically accountable w@fiscto play in verifying that citizen data, if shd
without consent, receives proper treatment andafisgsiarded from subsequent misuse by downstream
actors.

Another area with potentially large implications Bxcess is that of national ID cards. A government
might issue official identity documentation, or tadentities, in order to enable people to exerdiggtal
personhood and enjoy autonomy in the informaticrietp. However, the absence of user control over a
root identity could lead to a situation where asparwould have to “show papers” in order to pgsaoe in
society. The ultimate risk would be what author geoOrwell referred to as “unpersonhood”, namely:
the destruction of personhood through denial okssdo one’s dossier — or, in this case, the laalser
control over the identity information that is deehmecessary for participation in society.

Implementing fair information practices

The emergence of a ubiquitous and relatively comsigespecially from a user experience point of
view) IDM layer provides for the first time tliechnicalmeans to meet these demands for fair information
practices. However, it is not yet clear how the IRKvelopment community will achieve the required
levels of shared understanding and collaborationintplement the technical solutions. If a legal
responsibility existed, and the technical meanswethin reach, could the providers of IDM systelnes
understood to have an obligation to offer tools ifmreased data protection? Might market forced lea
them to build in interoperable tools for data petits as a result of demand for user control?
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MARKET DEMAND FOR USER CONTROL *

This section looks at the business perspective pradicts a growth in market demand for user
control.

The perspective presented here is from the constovlarsiness and business-to-business vantage
points. This section starts by spelling out itsuagstions about the evolution of today’s IDM busies
challenges landscape. It then examines this pegjestiate in light of business-process transformatitne
perspective suggests that the market is likelyatwd@ir those IDM solutions that give control of itdsn
information to the user.

As businesses grow increasingly dependent on tleenket, they face challenges such as the rising
threats of fraud and identity theft; increasingulegpry compliance requirements; a surge in consume
demand for privacy protections; and the competitieeessity to have dynamic partnerships with other
businesses to interconnect their online servicees& new market forces will start to fundamentsiift
the direction of the IDM market.

Almost all online activities — including sendingneils, filing tax declarations, managing bank
accounts, buying goods, playing games, conneatirigdompany intranet, and meeting people in aalirtu
world — require identity information to be giverofin one party to another. The abundance of differen
situations and types of identity information sudgethe need for a flexible and user-centric IDM
infrastructure. This infrastructure must be fldgilbo support the multitude of identity mechanisamsi
protocols that exist and are emerging, and theewifft types of platforms, applications and service-
oriented architecture patterns in use.

User-centricity is an emerging concept for IDM. Tédhare some subtle and often overlooked points
about user-centric IDM that are mentioned here.dtanters, IDM must be user-centric since the essau
are at the core of IDM: the infrastructure muspemer the end users to execute effective contrnats o
their identity information. These requirements h&ee reaching consequences, not only for user
interactions with the IDM systems, but also for ififeastructure itself and how it must be built.

Some aspects of this trend have been materialisiogphing, and maturing for awhile already. For
example, IDM is moving into an execution phase witlle deployment of smart cards, enrollment
services, and IDM systems as customers rush to maetlates and regulations, such as U.S. Homeland
Security Presidential Directive 12 (HSPD 12) argl ti5 Real ID Act. At the same time, the management
models for IDM are evolving as all entities on awark, whether physical such as devices, or virtush
as policies, need to be identified and represecbdrently.

As such, the industry is giving rise to competingnfeworks from various vendors as they seek to
capture this evolving abstraction of identity. Aetsame time, identity sensing and resolution défed
are taking hold as governments and transportatiditiess struggle with the identity profiling issues
associated with terrorism, as supply chains begedtress pedigree and traceability identity adtion
issues through the use of RFID and GPS, and asdimanstitutions deal with identity theft througletter

% This section was written by Anthony Nadalin.
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security measures. These two evolving forces (IDM a&entity sensing/resolution) are creating ripple
effects, in turn demanding technology related torimation management, information integration, and
privacy.

Protecting sensitive personal information is caiti@nd privacy regulations are on the rise. Alttou
from a technology viewpoint, the priorities may dngthorisation and control, what seems to be dififiere
and evolving is the notion of equipping the endrusith the necessary controls to protect his idgnti
information: Users are informed about what dateetpuested from them and how their personal data is
treated,e.g. for what purpose it is used and who can accesEhiibugh this process, users can decide
whether to provide their data and to consent tostreice provider's data handling policies. Ideathe
service provider employs technical components sigclccess control systems to enforce the consented
policies €.g. ensuring that a user e-mail address is not usednéoketing but only for the consented
billing purpose).

At the same time, a new wave of individual and gmise productivity will be sparked due to the
integration of people with business processesrimition about people in the enterprise is abundadt
growing, both in richness and in volume; whilestdurrently scattered in many disparate datab#siss,
information will become more integrated. Also, givle trends towards social networking, collaboeati
computing, and people being a core part of prosgassers will demand to be empowered to better
manage their identity information, and control asct® the same.

Major aspects of the value proposed by variousapgnoducts include seamless integration with
heterogeneous back-end systems, management ofspesfic personalisation data, and improving
people’s collaboration by simplifying communicatiprocessese(g.through instant messaging, presence
awareness, communities, people tagging, team spealendar sharing, team calendars, to name a few).
These aspects impart a set of requirements of dbastity infrastructure that generates an increasing
demand for corresponding IDM features.

In addition, there is tremendous interest in the Wéeb 2.0 technologies, which not only offer the
promise of a richer and more responsive web-uggeréence, but also are specifically addressingy #hae
proposition of connecting people and amplifying gwver of working together. The specific challenges
for the identity infrastructure in that area areking people the primary concern in the overall eystind
accommodating the highly dynamic and self-orgagisiature of such environments. For example, a
typical requirement that portals are currently rfigcis “community isolation”: restricting user vigity
based on the set of collaborative communities ircvindividual users are participating. More corelg
a given user named Bob should be aware of theeexistof another user (say Alice) if and only if Bseb
member of at least one of Alice’s communitieshibtis actually the case, Bob should have view st
a dedicated sub-set of the user profile informatiesociated to Alicee(g. her e-mail address, as relevant
to their shared community) while other user profilfiormation shall remain hidden from Bob. In this
example, if Bob invites Carol to join this commuynitlice should immediately become aware of Carol
and see (parts of) her profile information. Thiguiees the access-control layer of user-profil@infation
to be highly dynamic because such changes are adsianoccuad hocand at a relatively high rate.

User-centricity distinguishes itself from other ioas of IDM by emphasising that the user (or some
agent of the user) — and not some authority — ra@isitcontrol over “what, where, when, and to whanm”
user’s identity information is released. Part @ thotion enforces user consent which requires(djathe
user's view of any transaction (including subsequieatment of data) corresponds to the actual
transaction and (b) the user agrees to the execafithe transaction. With user consent, the uasrthe
ability to opt in or out of the release of inforneat For example, before a user logs into a bankiegsite,
he is told that he must prove his name and birta,dand only when the user agrees to this trammsaatid
proceeds is his data released. In user-centric lbkluser may choose from many identity provideis a
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also move his information between them. Two impdriaomponents are mechanisms to protect a user’s
privacy and anonymity, and yet simultaneously loltser accountable if he misbehaves.

Any enterprise wishing to adopt user-centric IDMIwequire some corresponding changes in its
business processes, but perhaps more challengihgare importantly, it will need to change its Imesis
thinking and culture.

Probably the most fundamental paradigm shift fgraaisations is to move from believing that they
own the personal information of their clients tdidang that they are really stewards and custalisamd
that the individual is still the ultimate owner tbfeir own information. This in itself does not nssarily
lead to specific business process changes, buedanganisations to consider the needs and dedithe
individual. This will often translate into fair iafmation practices — providing the individual with
explanations (notice) regarding use of his datakisg his consent, giving him access to that dana,
ensuring its security. It also leads naturallyhimking about the diverse needs and attitudes efctient
base and therefore to the range of options thatldhwe offered regarding information handling. &t of
companies dictating to clients what is needed,gegmerges from a more collaborative negotiation
process.

At present, most organisations view every clienttaot as an opportunity to begin building an
ongoing relationship with the client. This relatstip may lead to more opportunities to do businads
the client or to build client satisfaction and ltlyaConsequently, the company seeks to gathernmdton
from an individual the first time he requests aviser, with a view to building an ongoing relatioish
This orientation may lead a company to gather médron that is not strictly required for the tractsan,
and it may prevent the company from deleting infation once the transaction is completed. A shift
would not mean that organisations could not bulikeht relationships; it would just mean that theguhd
have to do so through explicit relationship-builglimansactions to which the individual would cortsen
Organisations must come to see that the persdimamation of their clients is not only an asset, &lso a
potential liability,e.g.a source of law suits over the failure adequatelyrotect such data, particularly in
the absence of a client driven/consented reasorhdeing it. As regulatory controls over personal
information increase, the amount of liability asated with data collection will also force companie
re-evaluate their data gathering and retentionirequents.

Despite the human tendency to want to know thetityeaf the individual being served, for many
situations this may not be necessary and may ndebieed by the individual. To process transactiuitis
little or no identifying information will often meareliance on a third party assertion or assuramce
behalf of the individual. This will require an ergdse not only to be confident in the technicaistr
assurances e(g. digital certificates) provided, but also to deyelmew business and operational
relationships with those third parties. This magiude regular assurances/audits of third parties can
operation in trouble-shooting and investigations.

A corollary to this is that the individual clienksa has to become a trusted and competent player in
the IDM scenario. No matter how well designed theadprotection solution is from a technical
perspective, part of it will be running in the di&s environment, and there will be a need for some
minimal competence on the part of the user. Thigliaa technology vendors’ developing robust support
processes to assist users in setting up and mamgaiheir environments, and explaining the besedit
the new metaphors, and the risks associated wetpribliferation of identity information.

User-centric IDM can also carry some unique reaquoéngts that in turn require specific processes to
support them. A case in point is designs wherestrations are routinely anonymous but where, under
certain circumstances (investigations, etc.), ifierd need to be re-attached. Clearly a specifaxess
with all of the appropriate approvals and checld l@alances is required to support this scenario.
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Given these points, it is clear that organisatioegd to transform their thinking and business
processes to:
i) Build appropriate notice, consent, security, anzkas into business process design.
1)) Limit data collection for each transaction to wisastrictly required for the transaction.
iii) Securely dispose of information that is no longeuired once the transaction is completed.

iv) Limit the amount of personal identifying informatitrictly to that which is required for the
transaction.

V) Develop contractual definitions of obligations witte third parties that will be used to provide
trusted assurances or assertions.

Vi) Develop better support processes for clients; and
Vi) Develop specific processes to support any unigsgddeaturesed.g.re-identification).

Although these business transformation requiremeiltsrequire some sustained effort to achieve,
they will likely have collateral, transformativeflinence on organisations in ways that are very figné
Organisations that adopt user-centric IDM and th&ress transformational changes that go withlithei
moving a big step closer to their clients. Theyl Wwdcome organisations that always put a premiurthen
client perspective when designing new servicespadesses. As a result, it will be natural for thtenbe
rewarded with increased growth and customer loyalty

Even as the market drives business to adapt predpebple responsible for designing sound legal
and technological systems for IDM need to know thair designs will hold up under pressure.
Fundamentally, they need to factor in the way itierttehaves — that is, they need to factor in the
Properties of Identity. These Properties of Idgrdite introduced in the text box below.
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Identity behaves according to a number of obseevplperties, as follows:

1.

* The Properties of Identity were articulated by BBlakley, Jeff Broberg, Anthony Nadalin, Dale Olds,

E Content in this text box is licensed under a CreaCommons Attribution 3.0 License.

THE PROPERTIES OF IDENTITY*

Identity is social. Humans are naturally social. To engage in soidractions (including
commerce) people need something that persistshatccan be used as a basis for recognition (
others — an “identity”.

Identity is subjective. Different people have different experiences whk same individual and
therefore attribute different characteristics tattindividual; that is, they will construct differe
identities for him.

Identity is valuable. By building a history of a person’'s past actioegchange of identity
information creates social capital and enablesstetions that wouldn't be possible without
identity. In other words, identity lends predidtip to afford a comfortable level of confidencerf
people making decisions.

Identity is referential. An identity is not a person; it is only a refererioea person. Even if a
person develops spin-off personas so that otheplpdmow him through those various digital
identities, and even if others create profiles gieason,ultimately the collection of characteristics
that signal who a person is need to point backdberson.

Identity is composite. Some information about a person arises from thesope himself;, he
volunteers it. But other information about him &vdloped by others without his involvement.

Identity is consequential.Because identity tells of a person’s past actitims decision to exchange
identity information carries consequences: Diamlesof identity information in a certain context
can cause harm; failure to disclose identity infation in another context can create risk.

Identity is dynamic. Identity information is always changing; any pautar identity dossier might
be inaccurate at any given moment.

Identity is contextual. People have different identities that they mayhvits keep entirely separate.
Information can be harmful in the wrong contextjtazan simply be irrelevant. Keeping identities
separate allows a person to have more autonomy.

Identity is equivocal. The process of identification is inherently errooime.

Mary Ruddy, Mary Rundle, and Paul Trevithick.
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THE PROPERTIES OF IDENTITY AND DATA PROTECTION #

As policy makers consider data protection and IRMiseful point of inquiry is whether the OECD’s
Privacy Guidelinesaccommodate the Properties of Identity. If they they should in themselves be
adequate to guide data protection policy for IDMthey do not, the gaps may signal areas for policy
maker attention.

The paper here takes up the Properties of Ideimitjurn to highlight relevant data protection
principles found in the OECD’Brivacy GuidelinesFor each property, the papgrestates the property,
i) describes how that property is accommodated kyPtivacy Guidelines andiii) suggests how the
Privacy Guidelinesnight be augmented to address the property mdye fu

The Privacy Guidelinesare used as a benchmark here because they setiwe stement of data
protection principles that has been agreed amongvitiest representation of countries to date. Bee ®f
reference, an excerpt of tReivacy Guideliness reproduced in the Annex to this document.

1. Identity is social
i) Restatement of the property

Humans are naturally social, and to engage in kdaueractions requires that people be able to
connect the past to the present, and the preséhe tiuture. People need, in other words, sometthiag
persists and that can be used as a basis for néoogof persons — an “identity”.

Article 6 of the Universal Declaration of Human Rig states: “Everyone has the right to recognition
everywhere as a person before the law.” In essénegight to recognition as a person is foundation a
person’s enjoying all other rights. As Hannah Arteagplains, the right to have rights is a “pre-lega
premise, a ‘proto-right’, in which it is left opewhat a human may be, who a human may be, and which
rights may be granted to him aside from this unigne of belonging to humanity and of formulating hi
rights correspondingly”. Fundamentally, this righthave rights is the right of every individuallielong
to humanity?®

As Cospedal Garcia notes with respect to the digit@ironment, if every human is a person, it
follows that “the accreditation of personal idenii a necessity of the individual in his publiadgprivate
relations, which is translated into the exigencyhaving available a reliable means for its perecepti
without ambivalences, in the real or physical wantdi in the virtual

Indeed, the right to effective digital personhooidl arguably be the most fundamental right in the
future information society, as it will determineetlpossibility of a person to enjoy all other rights
including civil, political, economic, social andlttral rights.

2 This section was written by Mary Rundle, with tributions from Bob Blakley, Marcelo Thompson Mello

Guimaraes, and Dale Olds.

3 Hannah ArendiThe Origins of TotalitarianispiMeridian Books, 1967.

2 Garcia, Ma. Dolores de Cospedal, “Utilizacionlaié&irma Electronica en la Administracion Espafida

Identidad y Firma Digital. EI DNI Electrénico” indé. Ministerio de Economia, Administracion
Electrénica y Procedimiento Administrativo (Espafiinisterio de Economia, 2004) at 189.
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i) How the property is accommodated by Brevacy Guidelines

Because identity is so foundational to society tedindividuals living in it, government arguablsish
a role to play in promoting a system whereby ag@eenjoys personhood — that he is recognised asdav
status as a person. In the information societg, tbiie of government translates into ensuring pleaiple
can enjoy personhood and the rights and respaitisibithat come with it, and that they can be rexsed
as having status as a person through their vadigitsl identities that rest under their controbdigned to
give individuals better assurance of how their dailé be treated in cross-border dealings, Brévacy
Guidelinesimplicitly recognise the right of a person to gnersonhood in digital interactions.

iii) How thePrivacy Guidelinesnight be augmented to address the property mdiye fu

In light of the importance of personhood for theiabproperty of identity, an area to be strengéuen
in the international system is the bond betweea gabtection and the right of a person to “recagnit
everywhere as a person before the law.” User cbouer personal data is essential for this recogmiin
IDM.

The ability of a person to wield control over pstent identity information can help ensure his
recognition over time. However, therivacy Guidelinesdo not endow a person with a right to the
continuation of identity.

The Privacy Guidelineshave a strong focus on protecting a person’s dgtinst inappropriate
treatment by other actors; however, they placerttieidual in a rather passive role and so faiptovide
him with the proactive right to use his own identitfformation as he sees fit. The law may neeemal lits
support to emergent IDM tools so that the user lylldefault have a right to make use of his persona
data.

2. Identity is subjective
i) Restatement of the property

Different people have different experiences wite ame individual and therefore attribute different
characteristics to that individual; that is, theyl wonstruct different identities for him.

The identities others construct for a person fohm peg on which his reputation is hung. For
example, a business partner's view of a persorpsita¢ion includes his view of her identity and his
interpretation of the individual attributes of hdentity; he may view her identity in terms of heedit
rating, her reluctance to participate in lawsuist history of being late, or the college she akbehn Her
own view of what comprises her identity may beeti#int. People can therefore disagree about aritigent
even as the information is accurate, complete canent.

iil) How the property is accommodated by Brevacy Guidelines

Generally speaking, as governments and privatéeparse people’s personal data to provide services,
democratic societies would want IDM systems to pietine people whose data is in question to know how
their data is being used to make representatioostabem. ThePrivacy Guidelinedoresee this need and
call for transparency via the “Purpose Specifigdtiand “Openness” principles.

iii) How thePrivacy Guidelinesnight be augmented to address the property mdiye fu

Regarding disputes, thHerivacy Guidelinegrovide for challenges in the “Individual Partiatpn”
principle — but the idea there is to ensure conityriwith other data protection provisions concegnin
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notice, consent, security, and access. The mdtsulgectivity in IDM, however, is different: Eveahall

the data protection principles are followed, peagale still disagree about an identity, and thegtisament
might be irreconcilable if assessments are basedatre judgments rather than objective facts. As a
consequence, individuals or organisations who waty third-party reports (as opposed to firsthand
experience) about a person’s identity need proesddor investigation and resolution of disputes
concerning the information provided.

As suggested previously, there will be instancesmdpvernments need to use people’s personal data
without their knowledge. ThBrivacy Guidelinesnvision such activity in the “Use Limitation” pdiple
if the law authorises it. However, something thaitld be strengthened for the sake of public confides
the ability of people to know that any such usmitact in line with what law provides. For exampllee
international system could guarantee access foepeaddent ombudsmen who are democratically
accountable at the local level, authorising thenctheck that any use of personal data not specified
advance strictly complies with law.

3. Identity is valuable
i) Restatement of the property

By building a history of a person’s past actiongi@nge of identity information creates social tapi
and enables transactions that would not be possiiiteout identity. In other words, identity lends
predictability to afford a comfortable level of datence for people making decisions.

iil) How the property is accommodated by Brevacy Guidelines

For identity information to be valuable, it needsbe relevant for the purposes for which it is ysed
and it needs to be accurate, complete, and cuasmecessary for those purposes. The “Data Quality”
principle spelled out in thBrivacy Guidelinegaptures exactly this notion. The “Accountabilifyrinciple
then helps to ensure that the source of informataombe held to account for its accuracy, compisten
and freshness, thus allowing others to trust it.

iii) How thePrivacy Guidelinesnight be augmented to address the property mdiye fu

Reputation-rating technologies will prove increggnimportant as the value-generating nature of
identity is understood. Technologies such as tladissving portability of reputation across systemdl w
help unlock this value-generating potential. An imygment on th€rivacy Guidelinecould be to update
them to recognise the individual's right to bringreputation with him into new environments, thus
unleashing more of identity’s value.

Similarly, interoperability in IDM systems will banportant for the value-generating potential of
identity information to be realised. Though admieallata protection principles are arguably limited
providing a person with notice, consent, secuaty] access only. Rather than taking a defensiveeta
against the abuse of identity information, the gptes could be improved to recognise positive tsgbf
individuals to make use of their identity infornaati Interoperability would facilitate the exercisiesuch
rights because it would enable people to make Lideed data across different systems and not sififen
lock-in. The international system could encouraggeroperability through competition policy or legal
mandates.

For many contexts, it would make sense for iderdifgtems to allow for collectively controlled
identities. For example, many cultures emphasisemgidentity, and people everywhere are increaging|
using ICT for group activities. Such situations jooa up notions of “juristic” or “juridical” persa— that
is, entities €.g. corporations) that enjoy legal personality witlghtis and responsibilities. The law
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recognises juridical persons in large part becéusgare connected to natural persons who may loetdne
account. New literature is developing that fleshasideas for allowing the information society tap
additional rewards by allowing jointly controlledgidal identities as well as “limited liability pgonas™°
Development of law in this regard would allow aduitl value to accrue through,g. the transfer of

rights to control identity information.

An assurance that tHerivacy Guidelineswvere operative might persuade a person to consehie
use of his data by others; similarly, if other ptknew that th&rivacy Guidelinesvould be enforced,
they would be more inclined to give notice to ardksconsent from people whose data they were using.
IDM tools may emerge to address enforcement prablefithePrivacy Guidelinesas such, they could
open up new markets for the exchange of identityrmation.

While thePrivacy Guidelinesnvision user consent in such provisions as tr@lé€tion Limitation”
and “Use Limitation” principles, part of the chaltge for effective data protection is to raise comnsness
about the value of personal data, and to work tdwaformed user consent based on an appropriate
appreciation of the value of identity information.

4, Identity is referential
i) Restatement of the property
An identity is not a person; it is only a referencea person.

Since an identity relates to a person, a tie meshaintained between the identity and the persba. T
reference is necessary because rights and respitiesitattach to the person rather than his idgnti
information.A person may develop spin-off personas so that gieeple know him through those various
digital identities, and others may create profitdsa person; nonetheless, ultimately the collectén
characteristics that signal who a person is negubtot back to that person. This tie allows a persp
enjoy user control over identity information; isalengenders accountability and trust among paatids
society generally.

As suggested in the description of the valuable@ry of identity, law could develop to unleash
additional value in IDM througte.g. allowing the transfer of rights to control ideptinformation. New
uses of identity information underscore the neadafgeferential tie back to the person or peopl® wh
control identity information to ensure accountdapiand engender trust.

iil) How the property is accommodated by Brevacy Guidelines

Currently a person has little knowledge of whoxsreising control over his data and what they are
doing with it; as such, an individual does not hae effective right “to have data erased, rectjfied
completed or amended” when successfully challendatg in others’ care, as provided in the “Inditu
Participation” principle of thePrivacy Guidelines The “Collection Limitation” and “Use Limitation”
principles in thePrivacy Guidelineanticipate the need to prevent the build-up ofil@®detached from a
person’s control. By strengthening a person’s abnbwver his personal data, these principles can all
support personhood in IDM.

% Seege.g.“The Limited Liability Persona,” entry posted byB Blakley on the Burton Group’s Identity and

Privacy Strategies Blog, 17 November 2006, at:
http://identityblog.burtongroup.com/bgidps/2006th&/ limited_lia.html.
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iii) How thePrivacy Guidelinesnight be augmented to address the property mdiye fu

To say that identity information should not be dbétd from the control of the person to whom it
relates, is not to say others should necessarilghte to associate his data with him. Privacy eoiman
technologies (PETSs) in IDM can afford user coninoh way that enables a person to minimise thenexte
of identity information that is disclosed and t@yent linking among transactions. By reducing thidb
up of profiles, PETs help to keep the person, rathan those profiles, as the locus of recognitonl
accountability in the information society. In terro$ the Privacy Guidelines PETS can be seen as
bolstering the “Collection Limitation” principle.

Again, it is persons who have rights and respolitidlsi; although identity information stems from
persons, the identity information itself has nohtggand responsibilities. Data protection is athiégsrt
geared toward helping people rather than persatal €iven how important it is for identity infortran
to continue to refer to the person to whom it edait is arguable that a person should have diefiradle
right to control his personal data. TRevacy Guidelineslo not go this far.

5. Identity is composite
i) Restatement of the property

Some information about a person arises from thesgmehimself; he volunteers it. But much
information about him is developed by other actaitbout his involvement.

An actor developing information about a personhis only authoritative source for it; as such, it
makes sense for that actor to have certain rigidsoaligations regarding that information. For epéna
credit agency examines a person’s credit recordcasates a credit score. This credit score is &ess
asset of the credit agency, and the algorithm tseyenerate it is a trade secret or an item ofegtet
intellectual property; the credit agency is theyoalthoritative source for the person’s score, Hrad
agency may impose restrictions on the data’s use.

Because other actors have legally-recognised siter@ the information they generate about a
person, that person cannot have an absolute gbortrol it independent of other influences. Eifea
person’s right to control his personal data wems@ered inalienable, the legitimate rights andrigsts of
all parties must be respected when designing sgstehich use identity information. Similarly, other
actors have obligations with respect to the dagg generate about a person.

As noted above in the Definitions section, identitformation can be used by different people to
describe a person. Applying the ideas of philosogPeul Ricoeur: When the data subject himself is
initiating new actions through a digital identithat identity may be referred to ap3se identity”; when
others act based on what they know about a pergemtilne (for example, through others’ accountthat

person’s reliability), the identity may be refertedas fdemidentity”.*

i) How the property is accommodated by Brevacy Guidelines

The “Data Quality” principle applies to a persomdgntity information even as others contribute to
that information. Thus, those other actors may éensas having a responsibility to ensure that the

3 These conceptions stem from work by Paul Ricofl#13-2005). As detailed on the Stanford
Encyclopedia of Philosophy: “Following a distirantiin Latin betweeidemandipse Ricoeur holds that
the self'sidemidentity is that which gives the self, among othi@ngs, its spatio-temporal sameness. Its
ipseidentity gives it its unique ability to initiateomething new and imputable to himself or herself.”
http://plato.stanford.edu/entries/ricoeur/ (accdsse January 2008).
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information they contribute is “relevant to the poses” for which it is used, and that it is “acdeara
complete, and kept up-to-date.” The “Accountabilipyinciple supports this requirement by ensurihgtt

the source of information can be held to accountit® accuracy, completeness, and freshness, thus
allowing others to trust it.

iii) How thePrivacy Guidelinesnight be augmented to address the property mdiye fu

Some people have suggested that, rather than irggjthiat a mistake be made before a person has the
right to have information removed from another yartsystem (as provided in the “Individual
Participation” principle), the law could provideatha person automatically has this right, as a sbrt
statement of the inalienability of personal dataheDs would argue that the principles in fRevacy
Guidelinestogether ensure fair information practices and ifithose principles are followed, there will be
no usage of a person’s data without his prior coisehe difficulty with both views is that they fab
make room for the composite property of identitg. Aridge this gap, data protection could provide fo
inalienability of personal data and at the sameetimtiow for others to use that information through
arrangements such as fixed-length licensing schéonghe use of personal data, rights of redemphion
licensed data, and periodic expiry or wipe-cleaesleBacked by the assurances ofRhigacy Guidelines
such arrangements could ensure that a personadtaantrol of his personal data, while at the séme
allow other entities in society to build on thatala

While data protection principles provide a persathvassurances of notice, consent, security, and
access as regards his personal data — and thysatdigations for other parties treating that datthe
Privacy Guidelinesare rather quiet as to the rights of actors who \aue by contributing information
about a person. They could be adapted to includenttion.

6. Identity is consequential
i) Restatement of the property

Because identity tells of a person’s past actitms decision to exchange identity information esri
consequences: Disclosure of identity informatioraicertain context can cause harm; failure tolaisc
identity information in another context can credsi.

Disclosure of identity information in an impropesntext (ethnicity in housing applications, sexual
orientation in employment applications, etc.) canse harm. At the same time, failure to disclosetity
information in a certain context (credit historyarcredit application context, criminal historyarprimary
education context, etc.) can create risk for irdirals or organisations relying on identity inforroat

Therefore, it is important to avoid disproportiandtias in favour of the interests of any party: If
socially stable structures are to be created, tisldl parties, not just the person whose data ¢giestion,
must be considered when rules are designed. Becigesdity allocates risk, accountability (and
traceability of actions to identified individuals)necessary in cases where risks created are large

To say that identity is consequential is to say tha operation of an identity system itself mayrga
risks. Thus, there needs to be attention to enguhat there imo release of data that shouldn’t be
released.In other words, this property is concerned witheinaystem workings. (This concern differs
from concern over data release in the valuable gotgppof identity: with identity being valuable,eh
concern about data release is outside the systdnfoanses on the active usage of data through suse
purposeful release of his data to increase funalityrand reduce risk.)
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i) How the property is accommodated by Brevacy Guidelines

Fair information practices generally, and thevacy Guidelinesspecifically, may be viewed as a
testament to the fact that identity is consequentighey are geared towards giving a person notice,
consent, security, and access with respect togrsopal data. In IDM, it is technically possible farties
to provide the type of notice and negotiate thellohconsent envisioned in the principles of “Cdiien
Limitation”, “Purpose Specification”, and “Use Litation”. Similarly, IDM systems can include
mechanisms to provide users with security as gpellg in the principles of “Data Quality”, “Securit
Safeguards”, and “Accountability”. In terms of asselDM tools can enable a person to know how data

treated and contest that treatment, as foreseerthéyprinciples of “Openness” and “Individual
Participation”.

iii) How thePrivacy Guidelinesnight be augmented to address the property mdye fu

A key question is whether law will require IDM sgsis to provide this technical support for fair
information practices, or whether governments lg#ive it to the market to manage risk.

Another question is whether the same standardsapplly to private and public actors in managing
the risk associated with identity information.

7. Identity is dynamic
i) Restatement of the property

Identity information is always changing; any partar identity dossier might be inaccurate at any
given moment.

People move; their names change, their ages chaingje,employer changes, their health status
changes. Identity information is always changing; particular identity dossier might be inaccurat@ny
given moment.

iil) How the property is accommodated by Brevacy Guidelines

An individual must have a right to access his d@tdetermine accuracy and to correct errors and out
of-date entries. The “Data Quality” and “IndividuBArticipation” principles in th@rivacy Guidelines
anticipate the need for such quality and access.

iii) How thePrivacy Guidelinesnight be augmented to address the property mdye fu

The data protection principles do not attendotbers’ interests in having a person’s identity
information be accurate and up-to-date. IDM toolsttee future could enable automated checks for
accuracy, completeness, and freshness, along witleations. Future data protection principles could
factor in such capabilities.

Certain types of identity information should berstbas a snapshot in time for later verificatiothi@

event of a subsequent dispute or investigationsdfeguard the interests of all parties, data ptiotec
might delve into these requirements.
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8. Identity is contextual
i) Restatement of the property

People have different identities that they may wishkeep entirely separate. Information can be
harmful in the wrong context, or it can simply beslevant. Keeping identities separate allows ag®to
have more autonomy.

An identity attribute that is relevant in one cotitésay, the fact that someone has billions in tasse
when applying for a loan) perhaps should not betimead in another context (say, when that sameopers
is drafted for the army).

The fact that people put on different faces isjost normal but good — because the combination of
riskiness and contextuality requires it, and beegusople sometimes simply enjoy being able to ract i
different capacities. So, for example, a policem@y project resoluteness on the job but be a saftiyl
at home.

A pseudonym can become a legitimate and predictdetdity in itself, much as James Bond behaves
similarly regardless of which actor portrays himmofa the point of view of relying parties, however,
anonymous interactions, though, must be entereal with care because there is little background
information about the identity of counterpartiex#dibrate behaviour.

To say that identity is contextual is not to sagttdigital identities should be “siloed” the wayeyh
have been in early IDM systems, where separatextnhave been maintained by preventing the transfe
of identity information beyond limited domains. Ret, what is important here is that the exchange of
identity information should not allow a linking afformation from different transactions, unlessserm
specifically wishes to do so.

iil) How the property is accommodated by Brevacy Guidelines

The “Use Limitation” principle calls for consent layperson if his personal data is used, unless the
law authorises use without consent.

Backing up Use Limitation, the “Openness” and “indual Participation” principles afford means for
checking that treatment of personal data is apfatgr

As noted already in discussion of the referentiapprty, PETs in IDM can provide user control in a
way that enables a person to minimise the extemdenftity information that is disclosed and to et
linking among transactions to keep contexts cl@yreducing the build-up of profiles, PETs helpkaep
the person, rather than those profiles, as theslatuecognition and accountability in the inforroat
society. In terms of thé’rivacy Guidelines PETS can be seen as giving effect to the “Codiact
Limitation” principle.

The “Openness” and “Individual Participation” priples can be viewed as providing ways to check
that unwanted linkages are not made between diffédentities.

iii) How thePrivacy Guidelinesnight be augmented to address the property mdye fu
If a person could rely on the principles of “Cotiea Limitation”, “Purpose Specification”, and “Use

Limitation” in IDM, he could choose the contextsvitnich he let his information be used and theredyeh
a consent role in any linking that occurred. Of reey to exercise this capability he might need the
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assistance of electronic agents or recommendatiomsgroups he trusted. The challenge here is tos#
the right policy for encouraging IDM systems thall give effect to these principles.

Regarding the perceived threat to others posedebylp acting anonymously, many cryptographic
schemes can maintain user anonymity in IDM whilekimg it possible to detect and trace frdadhe
Privacy Guidelinegould be revised to recognise people’s right thai@ anonymous or pseudonymous so
as to protect users’ rights proactively to userttigferent identities.

9. Identity is equivocal
i) Restatement of the property
The process of identification is inherently errooipe.

People can have similar names and histories, agyl d¢an look alike. Secrets used to authenticate
individuals can be lost or stolen. Malicious peopén impersonate others and “steal” their idemstitie
Technical identification systems always generateesnumber of false positives and false negatives.

Given the tendency for errors in the identificatfmmocess, identification should be subject to appea
and correction, whether it is a data subject ottargparty who is hurt by a mistake.

iil) How the property is accommodated by Brevacy Guidelines

The principles of “Data Quality”, “Security Safegda”, and “Accountability” aim to provide
appropriate incentives and reduce the probabilitgeroors. Meanwhile, the “Openness” and “Individual
Participation” principles in thePrivacy Guidelinesare geared toward promoting transparency and
affording opportunities to redress grievances.

iii) How thePrivacy Guidelinesnight be augmented to address the property mdiye fu

To protect the interests of parties relying on asge's identity information, individuals could be
asked to verify, on an ongoing basis, the accuramypleteness, and freshness of data they haverthoms
release. Here again, as the technology is avajltiielaw could require this verification, or gowerent
could take daissez faireapproach.

Knowing what has taken place is key to resolvingpdies. The OECD could initiate work on
defining auditability standards for IDM tools. Mogenerally, the OECD could even aim to establish a
“gold standard” for IDM tools that conform to tReivacy Guidelines

All'in all, there are serious hurdles for implemegteffective notice, consent, security, and acoess
IDM systems. If resources are to be allocatedytodrto meet demand for these fair information pcas,
decision-makers would be wise to factor in the Broes of Identity.

32 For an example of how privacy and auditabilityy camultaneously be designed into a system,esge

Choi, J.Y., Jakobsson, M., and Wetzel, S., “Balagd\uditability and Privacy in Vehicular Networks¥
Proceedings of the 1st ACM International WorkshopQuality of Service & Amp, Security in Wireless
and Mobile Networks (Montreal, Quebec, Canada, BEt@005), Q2SWinet '05, ACM Press, New York,
NY, 79-87, at http://www.cs.stevens.edu/~swetzdllfigations/balancing.pdf.
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TABLE: ASPECTS OFIDENTITY PROGRAMMES THAT DEMONSTRATE THE PROPERTIES OF IDENTITY

One immediate area for which the Properties of tithemre relevant is IDM in national identity cardbhis table
highlights how various plans to use IDM in identitygcuments demonstrate the Properties of Identity.

IDENTITY IS...

Social

Costa Rica is considering a constitutional amendrpesviding that every person has a right|to

have, or not to have, what is referred to as “airppersonality”. Meanwhile, the Spanish Law
Citizens’ Access to Public Services expressly freirae one of its objectives to “facilitate t

exercise of rights and fulfilment of duties in dfenic means” and to recognise the right of every

citizen to acquire the necessary means of electidentification —i.e. linking legal personhoo
and a right to electronic means of identification.

Subjective

Governments require people to use machine-readableel documents (MRTDs) to cro

5S

borders; presumably most of the identity informatinatched with a given passport has not been

compiled by the individual in question.

Valuable

As noted immediately above, governments rely on lRand profiles to see if people should

be

permitted to cross borders. With the efficiency aeturity these identity cards afford, lange

numbers of people can cross borders with relatase @very day.

Referential

The US Homeland Security Presidential Directive(iBPD12) of 2004 calls for standards for

secure and reliable forms of identification for gavment employees and contractors to pre

ent

terrorists from gaining access to federal fac#itiéldentity proofing” processes use biometric

technology, with personal data stored on a smad. daformation is to be decentralised, un
the control of the individual.

ler

Composite

Germany has its citizens use e-Health cards toradtar the healthcare system. While the citizen

is understood to have certain rights regarding datating to him, it is accepted that t
government is allowed to use that data for cegperified purposes.

ne

Consequential

A recent Resolution of the Mercosur/Mercosul (imithg Argentina, Brazil, Paraguay, and

Uruguay) Common Market Group approved common rditesthe recognition of electroni

documents, electronic signatures and advanced@hctsignatures within the trade bloc. There
are still very different levels of technologicalveébopment among the participating countrigs’

infrastructures. To offset risk, the Resolutionaeithes strict liability and minimum da
protection standards.

a

Dynamic

The United Kingdom'’s Department of Work and Pensi¢pWP) is working on a “change

Df

circumstances” mechanism to give citizens a sipglat of contact anytime they need to change

information; the Identity and Passport Servicenibase the national identity card on the DW
database.

P’s

Contextual

The BelgianCarte d’ldentité Electroniquewith several million cards already issued, ke

identity information separate. Besides having tlieen’s picture, national registration number,

and other data printed and stored on it, the canfains a pair of keys and two certificates —

for identification, the other for signature. Withet Austrian identity-card system, each citizen is
assigned “Sector Specific Personal Identifiers.t &gample, according to this scheme, a person

can choose whether to present his medical ideotityis education identity.

Equivocal

In 2007 the People’'s Bank of China and China’s btiyi of Public Security (MPS) jointly
launched the Online Verification of Citizens’ IdeytInformation initiative for banking. A
resident permit may be used to contest an ideatifin.

Of course, while a particular plan may be listedaasexample of a given property, that plan woulddéo
encompass all of the properties together to beistms with the Properties of Identity as a whole.
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THE PROPERTIES OF IDENTITY FOR POLICY MAKERS AND SO FTWARE DEVELOPERS*

The Properties of Identity can serve as a helpfiitlg as governments seek to set and administer
policy, and as software developers design for amtidy infrastructure. Again, the Properties of idigy
serve not as instructions for the way thirg®uld be but rather simply as a factual observation of the
way things are, and, as such, can serve as verig lpasdictive measures for the soundness of legdl a
technical choices relating to IDM.

Properties of identity for policy makers

As policy makers work with technologists to considpproaches for the identity infrastructure, they
would do well, consistent with the values of denaogrand an open economy, to use the Properties of
Identity as a checklist to test the viability oflipg choices at an early stage.

The role of policy makers is important for IDM déwement because these people develop the
framework for bringing law and computer code inligranent with policy goals and can shortcut thegtim
consuming trial and error of the competitive mapkaste.

It is helpful to note that there are two groupgolficy makers herei) those who set and administer
policy at the international level, anid those handling policy at the national or localele Both have a
critical role to play in ensuring that the identityfrastructure supports the values of democraay am
open economy for a free and open society.

International policy makers dealing with IDM incsgagly are using the settings of intergovernmental
organisations to develop legal and technical statsdaith broad reach. Organisations focusing okl ID
include the International Telecommunication Unithe International Organization for Standardisattbe,
International Civil Aviation Organization, and tf@ECD, among others. By using the Properties of
Identity as markers for sound policy, the interoadil system can encourage the achievement of shared
objectives such as the bolstering of data protediitd the creation of an identity infrastructurat ttosters
accountability and trust through user control.

Local policy makers can meanwhile serve on behgltheir publics in a more direct way. For
example, when information sharing occurs among gowents and involves the participation of private
actors across jurisdictions, citizens need to kiloat their data is in good care. Although the indirals
themselves cannot always be privy to what is beloige with their datae(g. if authorities are screening
for money laundering), democracy demands that thenetheless be accountability in the system. Hence
there is an ombudsman role for local officials taypin verifying that citizen data receives proper
treatment and is safeguarded from misuse if shaitdactors in other jurisdictions. Another exampde
the role local officials have in checking that thednstituencies do not suffer economic discrinmorgtfor
example if a power attempted to block one markgtigens from participating in trade. While indivial
citizens might not be able to see patterns of misoation, democratically accountable governingibed
could look at patterns and defend citizen intergsés open economy.

If policy makers see themselves as having a deniocrasponsibility to build an identity
infrastructure that allows users to control thdernitity information, IDM policy choices will morekely
promote accountability and trust — and thus enalflee and open information society. The Propedfes
Identity can serve as guideposts as decision-makaftspolicy to this end.

B This section was written by Mary Rundle, Mary Bydand Marcelo Thompson Mello Guimaraes.
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Properties of identity for software developers

As engineers develop technology for the identitfyaistructure, they would do well, given market
demand, to use the Properties of Identity as aktiseto test the viability of their designs at early stage
— with the Properties of Identity serving not astinctions for the way thingshould be but rather simply
as a factual observation of the way thiags

The role of engineers responsible for architecang coding software systems matters because, as
Lawrence Lessig has articulat®dthe code that runs society’s computer systems asts form of
regulation — but this regulation is developed withpublic input or oversight.

There are two classes of developers to note higrgpplication developers creating new systems, who
should be encouraged to build on IDM components &he in line with the Properties of Identity, and
i) the vastly smaller class of developers capableoatributing to the IDM layer itself. This lattgroup
must be made aware of the emerging opportunitiepmtribute to open source projects that will bring
Properties of Identity-based IDM infrastructureoirftuition. Development projects in which they can
participate are sponsored by PRIME, Eclipse, theity Alliance, and other organisations.

As the Internet and other enterprise-crossing eafilins proliferate, and as identity protocols
continue to be defined and redefined, there isoavimg need to make it easier for developers to supp
and integrate with different identity protocols maut having to recreate and test a new integratiethod
every time. By using existing, vetted identity fraworks and modules, they can save time and rethace t
chance of introducing bug&When it comes to applications, it makes senseecaustandard framework to
bake in IDM interoperability. This is especiallyérnow that many applications are networked.

A number of trends affect a software engineer'spective today, namely: Internet and enterprise
identity are converging; security risks have becdmgher profile (even “soccer moms” worry about
identity theft); open source technology, vettedimny eyeballs and reusable, has become accepeed; th
has been a proliferation of identity protocols d@nseems likely that this aspect of the infrastmuetwill
stay heterogeneouksd. there will be many identity protocols in productifor a long time); increasingly,
applications and services cross multiple contexts, more systems and applications are networketl; an
there is a growing awareness that developers meethke Internet identity easier to implement anel-ts
that a different approach is needed. (Some call gbial the identity layer “big bang”.) The increase
software virtualisation and the rise of Servicee@téd Architectures (SOA) has created a situatiberes
almost every new software application needs toudtelIDM capabilities, and the traditional IDM tools
and techniques are not flexible enough to meenh#ve demands.

While the market will naturally favour modules ttzaie aligned with the Properties of Identity, waste
could nonetheless be avoided by raising awareriessg ghem. Developer kits can facilitate educaaod
implementation of systems that support the properti

If software engineers see themselves as havingtediénterest in building an identity infrastrueur
that runs consistent with the Properties of Idgnttie code behind the information society will tneich
more likely to put control of identity informatidn the hands of the user — and thereby suppoeednd
open society.

3 The Properties of Identity presented in this paj@scribe observable qualities of the way iderighaves,

or that are. Kim Cameron has outlined “The Sevewd. af Identity”, which spell out characteristicsari
ideal IDM system; those characteristics of the wasystem should be, may be viewed as a prescrifation
code design that implicitly factors in the Propestof Identity.

® Lawrence Lessig;ode and Other Laws of CyberspaBasic Books, New Ed. Edition, 2000.

% This is especially important in applications wdeecurity and privacy are a concern.
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CURRENT CONCEPTIONS OF IDM ¥

Even if it appears the market and democratic govemts should favour user control, there is st th
question of how the identity infrastructure willtdeom here to there. In this section the papercdbegs
“Current Conceptions of IDM” to provide a practicgrounding in what might constitute user control in
IDM arrangements.

Core identity?

In discussions of digital identity one often seekefitity” defined as “a collection of attributesi’ &
collection of claims” or “partial identity”. The estion naturally arises, “attributes of what?” alatms
about what?” or “partial identity of what?” Thesaegtions have no clear-cut answers. The answer “a
subject” is too vague; the answer “a person” le@darguments about how one distinguishes a natural
person from a legal/juridical person, and perhamndrom a non-person; there may also be arguments
about whether multiple persons can inhabit the damaly, either at the same time or sequentially. fed
answer “a human body” creates confusion about msatieintent and continuity of memory, which are
important when making decisions about reward amdspment.

In most practical cases it simply does not matteettver persons have immutable core identities; it i
usually sufficient to answer an easier questios:this person the same person who did ‘X’ in thetPa
While the (possible) lack of a core identity capate a small amount of doubt about whether ouresiisp
previously did ‘X’, the evidence for or against tidentification of the suspect is normally strongegh
to justify confidence in the identification.

This paper takes no position on the question oftérepersons have core identities, but it does take
the position that core identity is not observablephbrties other than the subject himself — so ifleation
systems need to operate on the basis of recografiiigutes or establishing the truth of claims.

Looking at it from the other direction, howeverethaper takes a strong stance that the concept of
personhood must be bolstered by treating perscatal ds inalienable. Without this tie, a persondose
autonomy and society cannot flourish as free amshophe paper acknowledges that some policiesatkat
focused on core identities may have as their aisupport personhood.

Identifiers, attributes and claims

Identity is not a phenomenon of the digital agés #n ancient and fundamental human trait. Humans
believe innately that they have identities, andytlaéso perceive other humans as having identities.
Ethnicity, gender, family ties, membership in ckgusocieties, and other associations, eye anaddiair,
primary language, and many other human traits @héviours are constituents of human identity. Huma
conceptions of identity are subjective; a womarnng in Detroit whose great-grandparents are six
Germans, one Japanese, and one Irishman may eetffjdas Irish-American because she inherited the
family name “O’Brien” from her father’s father’stfeer and she has an aesthetic fondness for Irisicmu
and literature. But the census will call her “Casian”, and a medical research study might idehigy
ancestry as “German”. People on a street in Datray recognise her as “Asian”, while people otrees
in Caracas might see her as “American”.

37 This section was written by Bob Blakley.
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Digital systems are not particularly adroit at Harglsubjective concepts like identity. When today
digital systems translate human identity into digitorm, they tend to simplify it and squeeze out
ambiguity and contradiction. This simplifies presig of identity information, but it also leads to
situations which confuse or upset the humans witesgities are being digitally manipulated.

This section defines a digital identity as the coration of two elements: an identifier and a
collection of claims.

An identifier is simply a name — it can be a nanfeclv is comprehensible to a human (for example,
“Bob” or “Alice”) or a name which is comprehensilite a computer system (for example, “515-99-7777"
or “Oxfal02b66”). A digital identity’s identifierafers to the identity’s collection of claims.

Claims are statements about the subject of thetitgdifior example, “The subject is 5’8" tall,” or
“The subject was born on 15 August 1947,” or “Th#ject holds account number 1234567890 at Last
Local Bank,” or “The pattern of ridges on the subferight index finger look like this picture.”)

Some claims are statements about the subject’ svimeinar possessions (“The subject holds account
number 1234567890 at Last Local Bank.” or “The sabprefers Vodka to Beer.”) Other claims describe
attributes of the subject (“The subject is 5'81.tabr “The pattern of ridges on the subject’s tighdex
finger look like this picture.”) The differencetheen claims about attributes and other typesaimd is
that, at least in principle, claims about whethesubject has a particular attribute can be verified
falsified by examining the subject, whereas venidyiother types of claims may require examining
historical records, questioning withesses, or daitiger research for which the physical presencthef
subject is neither required nor helpful.

Producers and consumers of identity

Identity claims are asserted by a wide varietyatpns and organisations. Governments assert claims
about citizenship, qualification for regulated sities (such as driving or membership in regulated
professions), criminal history, and other attrilsuteBusinesses assert claims about employmentsstatu
expertise, and authority to perform certain busirretated transactions. Religious organisatiorseras
claims about faith affiliation and marital statu€redit agencies assert claims about payment kistod
loan repayment risk. Doctors assert claims ahealth status.

Identity claims are also consumed by a wide vaméfyersons and organisations for a wide variety of
purposes. Insurance companies consume claims hbalih status. Banks consume claims about credit
history. Employers consume claims about work amchinal histories. Governments consume claims
about citizenship.

Authoritative sources for attributes and claims

The claim “The subject’s credit score is 605" iseated by a credit agency; the same claim would not
be treated as reliable if it were asserted by thgest’'s priest. The claim “The subject is a nomeker”
may be asserted by the subject himself; this claould not be considered reliable if it were assklig
the subject’s banker. The claim “The subject’'s n@aviBob™ is typically asserted by the subjectarpnts,
or by a civic authority in the municipality of tilsabject’s birth; this claim would not be considereliable
if it were asserted by an online merchant from wigob had bought books.

It is often important to accept identity claimsyfrom authoritative sources; the department ofanot

vehicles would not be authoritative for a claim atbdhe subject's credit score, but it would be
authoritative for claims about the subject’s quedifion to operate an automobile.
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Ownership and control of identity information

Who owns a particular identity claim may be conmgiéel. Some legal systems grant subjects the
right to control certain identity information; othkegal systems do not grant this right. Many idgn
claims and attributes have complex usage rulegsbgst’'s medical record information can usuallyused
by medical professionals for many treatment purposighout the subject’s permission, but may not be
disclosed for purposes other than treatment. Aqgraph of a subject’s face is considered by magsgll
systems to be “owned” by the photographer, butetlaee complicated rules for the circumstances iichvh
the photographer may use the photograph - and thdse differ from country to country. Police
surveillance photographs are governed by very mifferules than those regulating photographs téken
artists and journalists, and these rules in tuenvary different from those regulating photografaen for
the purpose of advertising a product.

Simplistic conceptions (“information is free”, asubjects own their identity information”) are simpl
wrong; the real-world complexity of restrictions and entitlements to the use of identity informatiave
to be taken into account both when formulating jupblicy which governs identity information and
designing technical systems which process thatrimdition.

Identity and privacy

Identity is inextricably related to privacy. Somaentity claims (infectious disease status or angthi
history) are inherently private; other claims @eus affiliation or trade union membership) may be
private in some contexts but not in others; sortrébates (a woman’s facial appearance) may be fiva
some societies but not in others.

Privacy is respected when identity claims are rieee@nly in accordance with fair information
practices; these practices have been designedstoesthat subjects’ dignity is respected by disolps
information only in situations where disclosure slog®t harm the dignity of the subject (unless some
compelling societal interest compels disclosure).

Pseudonyms

Many transactions in which identity claims are imtpat do not depend in any important way on
knowing the actual name of the subject; in many roencial transactions, for example, what is impdrtan
is to know who will guarantee that the merchans getid, and to what address the merchandise is to b
shipped. A credit card number and address sufificéhese transactions — the subject’s “correctheds
not really required.

In a theme park, it is sometimes important for tyafeasons to know that riders are physically big
enough to withstand the forces generated by arereetrride. In these cases the subject's height and
weight are important, but the subject’'s name iénrant.

In transactions like these, subjects are often pEuinto use pseudonyms, or to use no name at all
(that is, to be anonymous).

The use of pseudonyms coupled with reliably asdeated situationally appropriate identity claims
can help preserve subjects’ privacy in many kindsamsactions.

Identity and authentication

Digital identity arose from the need to allow usershare computer systems. When multiple users
share a system, it is necessary to give each ugtace for his or her own data, to ensure thatsuser
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consume resources fairly, and to protect usersnagamterference by other users. Early timesharing
systems implemented “user accounts” to solve thpeeblems; each user received an account with a
resource quota and a dedicated area of storagd wbidd be used to hold programs and data. Tceptev
users from accessing each other’s accounts, eaduicwas given an “identifier”, and access to the
account was protected through the use of a sguassivord”.

With the emergence of messaging and electronic Bya@tems, it became necessary for users to
designate other users as recipients when sendisgages; to meet this need, messaging system users
began to think of account identifiers as “userndmes

Early messaging systems allowed users to communigdh other users who had accounts on the
same machine; as networking became more ubiquittawsever, the requirement to communicate with
non-local users became more and more importanis dreated a problem: how to identify users in a
globally unique way, so that a message could befsmn any user on any system to any other usemgn
other system.

Second-party identity systems

Early solutions to this problem focused on a primaaationship between a user and his computer
system host — often an employer. Users were isagedunts on a host system and given passwords to
allow them to “authenticate” their rights to usegh accounts. Unique names were built by spegfthe
host name and then the account name (or “userlithinvthat host's naming “domain”. This domain-
based naming structure was eventually given a atdrayntax by IETF RFC 822, and became the standard
naming convention for both e-mail addressing andosite location. Thus, John Doe became
“‘/doe@bigorganization.com” and the web page for Hades department at John’s company became
“www.bigorganziation.com/sales”.

John’s account is maintained, in this model, by dhganisation which owns his domain. This is
typically the organisation providing services (otample, e-mail and application access) to JotetaBse
the service provider is managing John’s accoum,nttodel is called a “second-party” identity system.
John is the “first party”; he’'s the one who has dteount. The service provider is the “secondypaitt
offers services, and it also creates and mainthi@saccount which gives John access to those sstvic
Maintaining John’s account requires the secondyparganisation to manage John’s password, to allow
him to change his password periodically to guamiresi various kinds of attacks, and to allow himeset
his password when he forgets it. If the servidésred by the domain are customisable, the secamnty-p
service provider will also have to maintain “prefilinformation (for example: home address, age,
telephone number, and so on) on the basis of whéchices are customised. This profile information
essentially constitutes the organisation’s viewlalin's “identity”, in the same way that John’'s aguo
identifier constitutes the organisation’s view ohd’s “name”.

When John wants to start using his account, he snéediuthenticate himself. He does this by
contacting the system and requesting an “authditticalialog”. John initiates the dialog by namitig
account he would like to claim; the system therllehges him for a password or other authenticadiata,
runs some checks to ensure that it has receivedatrect response, and (assuming John has responded
correctly to the challenge) grants John accesgstadtount.

Issues with second-party identity systems

This is convenient as long as John has relativaly dccounts. As soon as John’s use of computing
resources starts to expand, however, two problenesge:
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i) John has to create accounts on many differentragstelhere is no guarantee that John can get
the same account name on each system he usespsy li@ve many different “usernames”. He
should not, for security reasons, use the samempaddor all of the systems on which he has
accounts; therefore he will have many differentspasds. And since the various domains which
host accounts for John do not communicate with anether, John has to enter profile
information many times in many different systemsisT proliferation of account names,
passwords, and profile data is inconvenient fonJoh

1)) If two different organisations provide service tohd and want to co-ordinate their service
delivery to him, they need to co-ordinate theirasape views of John. Since John has an account
with each organisation, there is a good chancevibeorganisations have different “names” for
John. And since each organisation maintains araepprofile for John, they may have different
— and even conflicting — information about himnddly, the two organisations are in some sense
wasting resources, because they are maintainingseparate profiles with (mostly) the same
information.

Trust characteristics of second-party identity systms

In a second-party identity system, the user raligsn his service provider for account management
and profile management. As a result, the useftéhdaced with a take-it-or-leave-it propositioaccept
the service provider’'s security and privacy pokcand practices, or forego using the services exféry
the provider. If disagreements about the use dfgoeal information arise between the user andéhéce
provider, the user is at a disadvantage becausesdhgce provider is in possession of the user’s
information, and the user has no independent adwacavhom to appeal information-use decisionsis Th
asymmetry has given rise to regulations in varijouwisdictions; the European Union created the pmsit
of “data protection commissioner” to defend useyaimst abuses of personal information by secontypar
identity providers.

Federation

As users turned increasingly to e-commerce and lmelirk, the second-party identity issues became
more and more acute. Enterprises and servicegems/searched for ways to decrease the burden @dpos
on users by the need to manage multiple accoutts méany different organisations. Two technologies
emerged from this search: single sign-on and feidera

Single sign-on reduces the number of times a wsetdremember and use a password. Single sign-
on does not actually reduce the number of logomtsyenstead, it uses client-side technology t@atte
logons and hide them from the user, while stilltpeting the security of user passwords and account
information.

Federation reduces the number of accounts a useitchareate. It does this by building trust
relationships between service providers, whichum tallows one service provider to rely on another
service provider’s authentication of the users.

In a federated environment, John authenticatesetintshis primary domain (perhaps his employer —
bigorganization.com), and then his primary domaithenticates him to all the other domains in the
federation. This way, John sets up only one adcfiba primary domain account) and logs on onlyeonc
(to the primary domain). All other authenticatisrhandled in the background.

This is great for John, because he only has tomdyae one account name and one password. But it

is also great for the organisations who are membiettse federation, because most of them do nad tee
create and maintain an account for John in ordesffer him services. By relying on John’s primary
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domain to authenticate him, the other members ef feéteration avoid the cost of managing John’'s
account.

Issues with federation

Federation addresses both of the second-partyitiglegstem issues enumerated above, but it gives
rise to a new issue. Federation works well ag las users get their services from a small, wdihdd
collection of domains whose operators have busireatonships with one another. It works lessl i
users who need to access services from large nsmbierdomains that do not have pre-existing
relationships with one another. In these enviramsyeif John needs to access a service provided by
domain with which his primary domain has no relagioip, he must go directly to the service provider
domain and establish an account there. His a¢asunot portable; he is at the mercy of the orgation
which controls his primary domain. If that organisa chooses not to establish a federation relahigm
with one of John’s preferred service providers,nJoinnot use his federated account to accessahdites
provider.

Trust characteristics of federated identity systems

Federated identity systems still have the samechasgst characteristics of second-party identity
systems, with the user having to rely upon his aimdomain provider for account management and
profile management, and, as a result, being factdanake-it-or-leave-it proposition: accept fihranary
domain provider's security and privacy policies gmdctices and the primary domain provider's chaite
partner service providers, or forego using theisesvoffered by the provider and all the other meralof
the federation.

Again, as is the case with second-party identisteaps, if disagreements about the use of personal
information arise between the user and the prirdamain provider, the user is at a disadvantageuseca
the primary domain provider is in possession ofuker’s information, and the user has no independen
advocate to whom to appeal information use decssiBarthermore, John'’s primary domain will typigall
pass information about him to federation partnéns; rules for sharing information among federation
partners are typically defined by business paraggeements between the partners (though the teérms o
these agreements may of course be influenced by dad regulations). Users usually have no inpot in
these business-partner agreements, and may nobe\amare of their existence.

“User-centric” identity systems

Single sign-on and federation technologies addtiessuser convenience and provider cost issues
created by second-party identity systems, but theynot address the asymmetry of the relationship
between users and service providers which is alebyethe requirement for a user to trust a service
provider with his personal information in orderézeive services.

“User-centric” identity systems were invented teegusers more control of their personal information
by allowing them to choose identity providers inelegently of service providers.

The goal of a user-centric identity system is tal#a the creation of identity providers who opeiate
the user’s interest rather than in the interesthef service provider. To support this goal, usertite
identity systems incorporate three components:

i) “Identity providers” store user account and proiiiormation and authenticate users.

i) “Relying Parties” enable service providers to at¢elaims” about users from identity providers.
These claims take the place of an authenticatialogliwith the user. So, for example, instead of
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logging on directly to bigorganization.com with hdoe@bigorganization.com identity, John
logs on to identityprovider.org, and identityprosicbrg sends bigorganization.com’s relying
party a claim which says “the sender of this cla&nuoe@identityprovider.org”.

i) “ldentity selectors” allow users to choose whicleritty provider to use with (and what
information to disclose to) a particular servicevpder.

There are two key differences between user-ceidigiatity systems and federated identity systems:

)] In the user-centric system, John has more protecgainst attempts by service providers to
coerce him to accept adverse security and priveicgs.  The user-centric system allows John to
select an identity provider on the basis of itsusig¢ and privacy policies and practices, and a
service provider on the basis of the quality of $eevices it offers. The service provider may
still attempt to coerce the identity provider tmptterms which are disadvantageous to John, but
the identity provider has more leverage in negioigatvith the service provider than John does,
because it represents many users. In federateds@oond-party) systems, John has to choose
between using a provider’s services and accepisngeicurity and privacy terms, or declining the
security and privacy terms but foregoing the sewic

i) In the user-centric system, John can use his ctietewith a wider variety of service providers
than in a federated system. In a federated syssemvice providers must establish trust
relationships with each other before John can usedential from one service provider to access
services offered by a different service providérJohn wishes to obtain services from two
organisations that compete with each other, they e unwilling to establish a trust
relationship, and John will simply have to estdbkgparate accounts with each service provider.
On the other hand, in a user-centric system, bothpetitors may be willing to establish a trust
relationship with John’s chosen identity providance it is a neutral third party and not closely
allied with either service provider.

These differences between federations and userica@dntity systems arise because the user-centric
system gives the user a place at the bargainirg, tahile in the federation only relying partiesvhaseats
at the table. In a federation, several second¢palying parties reach an agreement to accepsigmnksted
set of credentials (usually each member of ther&gaba accepts all other members’ credentials, llor a
members accept credentials from a single desigrettitientication provider), whereas in a user-centri
identity system, each relying party reaches anemgeat with each user on what credential it willegatc
for that user.

First-party configurations

User-centric identity systems can be used in &t leeo modes: first-party and third-party. A first
party mode is one in which the user implements@etates his or her own identity provider. Ther ise
thus in complete control of the identity claimsretbby the identity provider, and of which identitgims
are provided to which relying parties.

Issues with first-party configurations

A first-party system has a fundamental weaknessgekier: The relying party in a transaction has to
depend upon the user to make accurate claims &foself. This reliance, of course, provides therus
with considerable scope for fraud and misrepresienta It is unlikely that relying parties in useentric
identity systems will rely on first-party identiroviders for high-value transactions, becauséefftaud
risk created by the absence of authoritative thadty sources for claims.
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Third-party configurations

A user-centric identity system operated in thirdipanode avoids most of the disadvantages of
second-party systems, federations, and first-pesgy-centric systems.

A user-centric identity system in third-party mdukes the following advantages over a second-party
identity system:

» It does not force the user to rely upon his tratisagartner to manage and protect his identity
information.

» It does not force the user to create a new cregldoti every transaction partner.

A user-centric identity system in third-party mokas the following advantages over a federated
identity system:

» It allows the user to negotiate acceptance of reslantials with each transaction partner, even
when transaction partners have no relationship @nthanother.

» It allows the user to select an identity providdrieh is independent in the sense that it has no
relationship with any of his transaction partneings(makes it more likely that the identity provide
will act in the user’s interests rather than inititerests of the user’s transaction partners).

» It allows the user to select which identity claiwil be disclosed to each transaction partner.

A user-centric identity system in third-party moldas the following advantage over a user-centric
identity system in first-party mode:

» It does not require transaction partners to riskidr by relying upon claims the user makes about
himself.

Issues with third-party configurations

There are still some issues with user-centric itlergystems operated in third-party mode. In
particular, identity claims are still transmittealtieit under user control) from identity providéssrelying
parties. Relying parties can still compromise ys#racy by disclosing identity claim informatiohey
receive about users; they can also aggregate iaf@mabout a user over time if they receive ddfer
claims in support of a variety of transactions wviith same user over time.
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DECISIONS AND CONSTRAINTS®*®

This section lists some of the concrete decisibasrmust be made in the near term regarding IDM

policy and technology, and then calls to mind sahée constraints that set the larger context imith
which these decisions must be made.

Decisions

As identity becomes increasingly critical for agigs both in the digital world and in a security-

conscious physical world over the next few yeamumber of important decisions will have to be made
The compilation below (numbered for ease of refeegiserves simply as an illustrative list:

i)
i)

iii)
iv)

v)
Vi)

xii)

xiii)

Xiv)

What identity information must individuals disclose whom, and under what circumstances?
Conversely, what information may individuals withthoand what questions are they entitled to
refuse to answer about their identity information?

What rights should be granted to individuals widlspect to disclosure and use of their identity
information?

Conversely, what restrictions should be placed upm behaviour of recipients of identity
information?

What activities may individuals engage in anonynhpos under pseudonyms?

What types of investigations of individuals' iddptiinformation are permissible, for what
purposes, and by what kinds of organisations dwididals?

When reputation and profiles are developed and deedational security purposes, can the
subjects of these assessments, or ombudsmen actitigeir behalf, have an effective legal right
and appropriate technical means for checking teesssnents’ accuracy?

What due process should be available to individudle assert that an identity claim made about
them is false?

What types of identity services should be availablendividuals, what protections must they offer
to their customers, and how should they be regifate

What role should government play in identifying iinduals, what roles should be allocated to
private-sector organisations, and what roles shbelceserved to individuals themselves?

What penalties should be established for misusédeotity information by governments, private-
sector entities, and individuals?

What organisations will be considered authoritafmeidentity claims, and for which claims will
each organisation be considered authoritative?

What technical measures will be considered stroraugh for establishment of identity online?
What technical measures will be considered strammugh for establishment of identity in the
physical world?

What technical measures will be considered stroraygh for the protection of sensitive identity
information?
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Constraints

Technology and law can solve many problems, buttifeproblems are complex and subtle, and
there will be limits to the effectiveness of teataliand social identity systems. Decision maketshave
to factor in the following types of constraintst{gged for ease of reference) when designing itenti
systems:

A.

Many parties (governments, media, private busirsedselividuals, and society generally) have
conflicting rights in identity information aboutdividuals. These rights (including press freedom,
publicity, and privacy) must be balanced carefullyan environment in which information
circulates globally at the speed of light.

The process of identification is inherently uncextaechnical, social, and legal systems must
acknowledge this uncertainty and deal with it fiaiaand humane way.

Natural disasters, poverty, war, and other misfatuwill ensure that there will always be
undocumented individuals. These individuals’ digrmind human rights must be respected despite
the impossibility of establishing their identitiesthe usual way.

Goals of ascertaining the identity of individuatssiome situations must not be allowed to preclude
operating anonymously or pseudonymously in othesshere are valid activities, such as voting,
where anonymity or pseudonymity is crucial to thiegrity of the process.

Disclosure of information is a one-way process;sgae information cannot be “un-disclosed”.
Technical and social processes can provide indaldwvith only limited protection against
consequences of accidental or inappropriate disatosf sensitive identity information.

Individuals establish and maintain multiple idaest this is normal, appropriate, and even
necessary in some cases. This fact must be takera¢count and accommodated by social and
technical identity systems.

Questions of identity will always create conflibecause identity is consequential and valuable.
Social and technical identity systems must provigie processes for resolving disputes about
identity claims.

. Any organisation that maintains an extensive ctbecof identity information about individuals

has considerable power, which it will be reticamtgive up. That power must be balanced with
appropriate accountability.

These constraints should be taken into account wdesigning and implementing IDM policies. If
those policies factor in the Properties of Identibey will be much less likely to come under strance
implemented.
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CONCLUSION

Personhood in the modern era demands that indikgidhaare the ability to create, manage, and protect
identities. Each modern personal identity existsusianeously in the physical world and in the elsuc
world, and things that happen in one world canl gpier into the other. For example, theft of online
banking information can result in a loss of reahexin the physical world.

Managing and protecting identity requires differdmings at different times; it sometimes requires
keeping identity information secret, but at otherets it involves not only revealing personal infetion
but also providing evidence to support the accuddyre information. It sometimes requires actimgler
one’s real name in order to enjoy the benefitsroéstablished reputation, while at other timesitddits
from anonymity to avoid degrading that reputationt@ avoid repercussions for expressing unpopular
views. At times, people may want to link aspectsotftiple personas; at other times the same paople
wish to keep identities distinct.

The management of identity takes place under nuégmtiated socially and legally. The details of
these rules deeply influence individuals’ autonoamd the quality of their lives. Today's rules for
management of identity have not kept pace with ghann identity technology, surveillance and data
mining technology, and electronic crime, and wilkd to be updated to deal with the new challenges.

The protection of identity requires both legal aechnical mechanisms, some of which are not yet in
place.

If the legal and technical challenges associated identity are not successfully addressed, identit
related fraud will escalate, privacy will erodegthuality of social interactions both online andtle
physical world will deteriorate, and social trustgovernment and technology will wane. And solving
identity challenges is a daunting task.

A successful legal and technical infrastructureifflentity cannot be centred on any single party; it
must balance the interests of individuals, busiegsgovernments, and whole societies. The infretsire
must live comfortably within local, national, andtérnational laws and treaties; it must also sit
comfortably within the fabrics of the individual tman communities in which stakeholders and
technologists will determine what identity managetpedata protection, and privacy-enhancing
technologies are feasible and cost-effective. @Guowents will have to decide what data protection
measures for IDM are just and socially beneficdadd individuals will have to decide how they wilsel
and protect their identities in an increasingly pticated, connected, and public world.

Due to the global footprint of present-day soctaimmercial, and political life, there is a need for
policies and IDM infrastructure that can span naloboundaries and at the same time encourage user
control.

The future identity infrastructure will not be silapand attempts to oversimplify it, particularly i
pursuit of easy implementation of technical compdseshould be resisted. This paper has preserget a
of decisions which will have to be made in designmth technical infrastructure and policy for itign
It has also provided a set of inherent Propertfdslentity — which any successful identity infragtture
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will have to acknowledge and accommodate. And ffimahis paper has provided a set of constraints
which limit the range of approaches that can sgfaltg be pursued.

Indeed, the Properties of Identity can serve amapass for policy makers and technologists. Because
identity is social, policy makers will realise thdéntity is within their area of expertise, andlwbt defer
unduly to technologists when making decisions alidantity policy. Because identity is subjective,
conseguential and valuable, policy makers will ageed to balance their constituents’ interestsase
identity is equivocal, policy makers will resistggestions that identity is a “problem” which hageafect
technical “solution” — identity disputes are sod@putes, not technical glitches, and the prosepsécy
makers will design to resolve these disputes wélldocial and legal processes and will have thelusua
provisions for fairness and due process. And becalentity is contextual, policy makers will recagga
need to identify all the important use cases bettesigning laws, policies, and systems for handling
identity.

Because identity is dynamic, technologists willlthudentity systems which allow for correction,
revision, and verification of identity informatioBecause identity is subjective, technologists Wiild
identity systems which can handle disagreementstatdentity — in some cases resolving the disagezgm
and in other cases recording it without a resofut®ecause identity is equivocal, technologists kiild
probabilistic identification systems rather tharedeinistic ones and will not make overly strongils
about the level of certainty of identification whi@ system is able to achieve. Because identity is
consequential, technologists will build systemshwéppropriately robust protections for security and
privacy. And because identity is contextual, tedbgists will build systems which enable individuats
maintain different identities and choose which iitgrio use in each context they encounter.

The paper has argued that a free and open sodi@r aequires trust, and trust hinges on
accountability; accountability, in turn, hinges oler control; user control, in turn, hinges on data
protection; and data protection hinges on respacPfoperties of Identity in law and technology.eTh
Properties of Identity, if followed, will allow farpbust personhood and digital identity going famiva

Given the importance of these issues for the futnfemation society, more investigation is needed

into where gaps exist in current international datatection arrangements and how these will relatan
identity infrastructure.
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ANNEX: OECD PRIVACY GUIDELINES (EXCERPT)

OECD'’s 1980 Guidelines on the Protection of Privacgnd Transborder Flows of Personal Data
Part Two — Basic Principles of National Application(complete excerpt

Collection Limitation Principle

7. There should be limits to the collection of per@ data and any such data should be obtainedvifyll
and fair means and, where appropriate, with theviedge or consent of the data subject.

Data Quality Principle

8. Personal data should be relevant to the purdoseghich they are to be used, and, to the extenessary
for those purposes, should be accurate, complet&ept up-to-date.

Purpose Specification Principle

9. The purposes for which personal data are celieshould be specified not later than at the tifdaba
collection and the subsequent use limited to tihfdnfient of those purposes or such others as aténoompatible
with those purposes and as are specified on easion of change of purpose.

Use Limitation Principle

10. Personal data should not be disclosed, madialbieaor otherwise used for purposes other tharseh
specified in accordance with Paragraph 9 except:

a) with the consent of the data subject; or

b) by the authority of law.

Security Safeguards Principle

11. Personal data should be protected by reasorsduarity safeguards against such risks as loss or
unauthorised access, destruction, use, modificatiatisclosure of data.

Openness Principle

12. There should be a general policy of opennesstatievelopments, practices and policies with retstme
personal data. Means should be readily availablestdblishing the existence and nature of perstai@, and the
main purposes of their use, as well as the ideatity usual residence of the data controller.

Individual Participation Principle

13. An individual should have the right:
a) to obtain from a data controller, or otherwisenfirmation of whether or not the data controlas data
relating to him;
b) to have communicated to him, data relating to hi
0 within a reasonable time;
0 at a charge, if any, that is not excessive;
0 in a reasonable manner; and
0 in a form that is readily intelligible to him;
c) to be given reasons if a request made underasahmphs(a) and (b) is denied, and to be ablaabenge
such denial; and
d) to challenge data relating to him and, if thallenge is successful to have the data erasedfigdct
completed or amended.

Accountability Principle

14. A data controller should be accountable for plying with measures which give effect to the pijtes
stated above.
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